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Attorney-General’s Department

4 National Circuit

BARTON ACT 2600

By email: PrivacyActReview(@ag.gov.au

Dear Attorney-General,
RE: Review of the Privacy Act 1988

Thank you for the opportunity to make submissions in response to the Privacy Act Review
Discussion Paper. Please find our submission attached. We have no objection to the publication of
this submission.

In addition to our response to the questions posed and recommendations made in the Discussion
Paper, we would like to raise the following issues:

Information policy

As is clear from the high level of activity in the space of information processing, digital platforms and
regulation of on-line behaviours there are many competing interests, issues and risks at play. Some
of this activity includes:

e Department of Home Affairs current consideration of Improving cyber security practices by
a range of measures from mandatory codes of practice to notification of ransomware
payments;

e Allowing law enforcement greater and easier access to data including encryption back doors
and co-operation with foreign governments (e.g. the recent CLOUD agreements)

¢ Increasing the ability for sharing of personal data between government agencies via Data
Sharing legislation;

¢ Increasing the ability to share consumer data but only in limited industry sectors via the
Consumer Data Rights program;

e Targeting digital platforms in specific areas, such as paying for news content and anti-trolling
but not others.

At the same time, we are seeing growing concern around the use of facial recognition technology,
ad tech, dark patterns and artificial intelligence. Some consideration has been given to some of these
concerns by various bodies including the Australian Human Rights Commission and the Office of
the Australian Information Commission (OAIC).
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It is difficult to do a comprehensive response to the Discussion Paper without taking into account
all the current and proposed formal and informal initiatives, together with the concerns already
facing Australian businesses and people.

One clear example of this is the right to data portability, which is now one of the data subject rights
included in the GDPR. The Discussion Paper devotes one paragraph to that right.' It says that
Australia decided to adopt a sectoral approach to data portability (via the Consumer Data Right)
and that introducing any further right may duplicate aspects of that scheme ‘and create unnecessary
regulatory complexity.’> We contend that it was not made clear that the introduction of the CDR
was intended to be the only right to data portability ever available to Australians. If viewed through
the lens of competition and consumer protection, it may make sense that data portability should be
a sectoral issue, but this is not the case if viewed through the lens of privacy where the sectoral
limitation of the right has no justification.

We strongly recommend that the government consider adopting a coherent, high level policy
position covering information processing in all its forms to help provide a strategic direction and
clarity for Australian businesses and government agencies. This would help address the overlap and
tensions between competition law, consumer protection, anti-discrimination and protection of
privacy and other human rights, while supporting a vibrant, innovative economy and society. Without
this high-level strategic direction, amendments to the Privacy Act will continue to be a game of catch
up by Australia trying to keep pace with more agile, future focused nations who are able to leverage
support for innovation and business, while at the same time respecting a deeply rooted
understanding of the importance of the protection of personal data as a key tenet of their liberal
democratic way of life.

Privacy as a human right

One of the core pillars of any information strategy should be the recognition that in Australia,
protecting data about Australian people is a core right, fundamental to our freedoms and our
democratic society.

The last comprehensive review of the Privacy Act was in 2008 with the publication of the Australian
Law Reform Commission Report for Your Information — Australian Privacy Law and Practice (the
ALRC Report). The ALRC Report recognised privacy as a human right. It also found that privacy
protection should take precedence over a range of countervailing interests, such as cost and
convenience.

However, in the current discussion paper, cost and convenience are introduced as preeminent
concerns particularly in relation to:

e The small business exemption
e The treatment of employee records

e The rights individuals have over their data.

' Discussion Paper, |14.
2 |bid.
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Should cost and convenience, and concerns around regulatory complexity prevent real reforms to
Australia’s privacy law, and at the cost of protecting the rights of all Australians.

OAIC Operations

We submit that one of the most effective measures that could be taken to improve the way the
personal information of Australians is collected, used, disclosed, stored, secured and disposed of is
to increase the funding and resources of the OAIC.

As we argue many times in our response to the Discussion Paper, principle-based regulation is
different to other regulatory systems: it is intentionally vague and unclear and it requires strong and
on-going engagement between the regulator and the regulated community to ensure there is a
shared understanding of the interpretation and application of the principles. This is particularly
important where considering a threshold concept such as our understanding of what is ‘personal
information’ and what is ‘fair and reasonable’.

The OAIC must have adequate funding, including high compensation limits to be able to attract and
retain the skills and capabilities required for it to help steer covered entities through the
complexities of privacy law and to develop a shared understanding and application of our Australian
privacy principles between the regulator and the regulated community.

Please let us know if we can provide any clarification about our response.

We appreciate the opportunity to respond to the Privacy Act Review Discussion Paper and look
forward to reviewing the outcome of the process.

Thank you for your consideration.

Yours Sincerely,

Dr Jodie Siganto CISSP, CISM, CIPM, CIPP/E, CIPT
CEO

E: |odie.sisanto@privacy | 08.com.au
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Response to Privacy Act Review Discussion Paper

Section 1: Objects of the Privacy Act

Amend the objects in section 2A, to clarify the Act’s scope and introduce the concept
of public interest, as follows:

(a) to promote the protection of the privacy of individuals with regard to

1.1 their personal information, and

(b) to recognise that the protection of the privacy of individuals is
balanced with the interests of entities in carrying out their functions or
activities undertaken in the public interest?

Although we support embedding recognition of the importance of the protection of privacy, we
suggest that a reference to the protection of the processing or collection, use and disclosure of
the personal information of individuals would help clarify what is intended by the Privacy Act.

Our recommendation is that the objects in section 2A, would read as follows

(a) to promote the protection of the rights of individuals with regard to the
collection, use and disclosure of their personal information, and

(b) to recognise that the protection of the rights of individuals is balanced with the
interests of entities in carrying out their functions or activities undertaken in the
public interest and for public benefit.

We also suggest that consideration be given to clarifying what is meant by public benefit, and
how the public benefit might be considered when weighed against individual interests.

Section 2: Personal Information

2.1 Change the work word ‘about’ in the definition of personal information to ‘relates to’.

This amendment is supported.

Include a non-exhaustive list of the types of information capable of being covered by

2:2 the definition of personal information.

This amendment is supported. However, the list should also be supported by regularly updated
guidance from the OAIC.

2.3 Define ‘reasonably identifiable’ to cover circumstances in which an individual could
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be identified, directly or indirectly. Include a list of factors to support this assessment.

We support this amendment. We also suggest that guidance on what is intended by this
inclusion by provided by way of note or additional guidance.

Amend the definition of ‘collection’ to expressly cover information obtained from any

2.4 . . . .
source and by any means, including inferred or generated information.

We support this amendment. We also suggest that guidance on what is intended by this
inclusion be provided by way of note or additional guidance.

In particular it should be made clear that the term includes data drawn from the profiling or
tracking of behaviours or movements (and all other aggregated data points) that enables an
individual to be singled out (i.e., disambiguated from a crowd or cohort).

Benefits of amendment

We believe that there would only be benefits to the regulated community from clarification of
what is personal information and what is meant by the term collection. The suggested
amendments would provide the clarity urgently required by Australian business trying to
understand and meet their privacy obligations.

Other suggestions

We also suggest that consideration be given to other changes to what is ‘personal information’
including:

e Excluding business contact details from the definition. This information is lower risk and,
for many businesses who are involved in business-to-business services, is the only
information they hold (other than that relating to employees). The exclusion to business
contact information would significantly reduce the impact of privacy compliance on
small and medium businesses;

e Inclusion of personal information relating to deceased people. We note that China’s
new PIPL permits in the case of deceased individual that their close relatives can, for
their own lawful and legitimate interests, exercise the right to access, correct, and delete
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the relevant personal information of the deceased, unless otherwise arranged before the
death of the deceased (Article 49 of the PIPL).

e Consideration be given to how protections apply to publicly available information (that
is, information made public by the individual and in circumstances where its use would
not expect to be limited in any way).

Require personal information to be anonymous before it is no longer protected by

2o the Act.

We support use of the term ‘anonymous’ in place of de-identified data, which will make the Act
consistent with the GDPR and other jurisdictions.

We also support the formal recognition of the importance of pseudonymisation and data
minimisation as data protection techniques. It would be useful to clarify the intended meaning
and application of the terms often used interchangeably in this context including de-
identification, anonymisation, pseudonymisation and confidentialisation.

We further submit that this is an area where the OAIC could work more closely with the
regulated community to establish more regularly updated expectations and guidance.

The work done by CSIRO Data 61 is excellent and should be more widely promoted.

However, the OAIC Guidance for the privacy community on this topic (which refers to the CSIRO
work) was published in 2018. In this constantly changing environment, where de-identification
and pseudonymisation are foundational concepts for privacy technologists, more current
guidance reflective of changing technologies and business uses would be useful.

Re-introduce the Privacy Amendment (Re-identification) Offence Bill 2016 with

2.6 .
appropriate amendments.

We do not support the re-introduction of this legislation. We believe that:

e The most likely result from the introduction of this legislation will be to make it more
difficult for organisations looking to de-identify because of concerns around the possible
operation of the legislation;

e This legislation is not required as malicious re-identification is already covered by the
Privacy Act (collection, use and disclosure and notice provisions);

e This legislation will have no impact on entities not covered by the Privacy Act, leaving the
data of Australians at risk to re-identification by foreign entities;

e A better regulatory response would be to provide incentives to organisations looking at
releasing or sharing de-identified data.

Rather than re-introducing this Bill, we suggest that the OAIC be tasked with the development of
a scheme to support de-identification, working with Australian researchers and interested
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agencies such as the Digital Transformation Agency. Not only would this be a regulatory
response more likely to end in better protection of personal data, it could also support the
development of a unique and valuable capability in Australia.

We support the inclusion of the following types of data as ‘sensitive’ data:

e Location data (whether of the individual or a device or other property owned by or
linked to an individual)

e Financial data

e Access credentials (e.g., passwords)

e Genomic data

e Biometric data — including biometric data collected other than in relation to use for
identification purposes

We also suggest that consideration be given to creating new categories of personal data, in
addition to sensitive data. For example, financial data could be a category where consent to
collection for original purpose is not required but higher requirements apply to the securing of
the data, given the possible harm that may result from its compromise.

For genetic information, it is important to recognise that use may have implications for third
parties, who may be affected by the individual’s decision to provide genetic material. It would
be helpful to acknowledge that consideration should be given to the impact on third parties
when determining whether any use or disclosure is fair and reasonable.

Consent from the individual should not be a sufficient basis for uses that may impact third
parties.

Section 3: Flexibility of the APPs in Regulating and Protecting Privacy

Amend the Act to allow the IC to make an APP code on the direction or approval of
the Attorney General:

3.1 e whereitisin the public interest to do so without first having to seek an
industry code developer, and
e where there is unlikely to be an appropriate industry representative to
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develop the code

We support this recommendation.

3.2

Amend the Act to allow the IC to issue a temporary APP code on the direction or

approval of the Attorney-General if it is urgently required and where it is in the public
interest to do so.

We support this recommendation.

3.3

Amend Part VI-A of the Act to allow Emergency Declarations to be more targeted by
prescribing their application in relation to:

e entities, or classes of entity

e classes of personal information, and

e acts and practices, or types of acts and practices.

We support this recommendation.

3.4

Amend the Act to permit organisations to disclose personal information to state and
territory authorities when an Emergency Declaration is in force.

We support this recommendation, subject to the comments below.

Organisations should not be required to disclose personal information to state and territory
authorities when an Emergency Declaration is in force unless:

The personal information will be subject to the same protections as apply under the
Privacy Act;

There are strict limitations of the use of the personal information including access by law
enforcement;

There is a strict requirement for the deletion of the personal information within a

specified time period for deletion and a method for confirming that deletion has
occurred;

There are secure methods for information sharing in place;
Wherever possible individuals are notified that their information is being shared; and

Individuals are advised of how they can exercise their rights in regard to any disclosed
information;

A privacy impact assessment has been completed to confirm that all the above measures

Privacy 108 8



Privacy108

We Protect Privacy

have been implemented.

Section 4: Small business exemption

We submit that the small business exemption should be deleted from the Act.

While perhaps a relevant consideration 20 years ago when the Act was amended to extend to
private entities, we believe that the exemption is no longer suitable for businesses in the
modern economy. Many small businesses, particularly those on-line, collect significant amounts
of personal data and Australians would expect that that data was properly protected.

Many other small businesses do not collect large amount of personal data and their obligations
will be commensurately reduced. One of the benefits of principle-based regulation is its
flexibility of application. This is particularly important when considering the application of the
privacy principles to small businesses. Their compliance burden is not affected by prescriptive
requirements that apply regardless of size of the organisation but will be commensurate with
the quantity and sensitivity of the personal information they collect.

Perhaps a better response to manage the risk of processing by small businesses would be to
adopt the proposed amendments to the definition of personal information and exclude:

e Business contact details;
e Publicly available information.
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Small business is not low risk

We agree that the size of the business does not necessarily act as an appropriate measure of the
risk of harm to individuals.

In particular, we believe the submission by IDCARE is of relevance, being at the forefront of
supporting victims of data breaches, and misuse of personal information. We refer in particular
to the IDCARE observation that it: ‘has noticed a growing volume of businesses exempt from
current Privacy laws request assistance in responding to events that would otherwise have met
a serious risk of harm threshold. ... Put simply, the threat environment is not overly selective of
its target based on an organisation’s annual turnover or whether it impacts a particular
jurisdiction, but by law, the responses remain quite selective.’

Cost of compliance

We have reviewed the available literature in regard to the cost of compliance. To the extent
that consideration has been given to costs of privacy compliance it is largely in the context of
the GDPR. However, even there, evidence of costs of compliance with the GDPR is limited,
particularly in the context of small and medium businesses. Sources relied on in the Discussion
Paper include the IAPP EY Privacy Governance Report 2018 based on the results of a survey of
IAPP members and subscribers of their estimated compliance costs. Given the size of the
respondent organisations, and the lower complexity and compliance burden imposed by the
Australia Privacy Act, the relevance of these findings to Australian small businesses is
guestionable.

From a practical perspective, we have also worked with small businesses outside the scope of
the Act but covered by other legislation, such as the GDPR. Together we have been able to
develop privacy protective practices that support the regulatory obligations of those
organisations without a significant financial or resource impost. These practices have
contributed to the overall maturity of the organisation and its development of more robust
compliance and risk management mechanisms.

Consistent application of other obligations

The removal of the small business exemption would support a more coherent and
comprehensive application of the privacy principle. It would also support the introduction of
new concepts, common in other data protection regimes. For example, one of the reasons
raised in the Discussion Paper for not clearly allocating responsibility for data breach notification
obligations where multiple parties are involved in the same breach is because ‘notification
obligations cannot be imposed on an entity that is not covered by the Act (such as small
businesses) even if a data breach originates from them.”*

3 ID Care submission to Issues Paper, https://www.ag.gov.au/sites/default/files/2020- 1 2/idcare.PDF, 3.
* Discussion Paper, 203.
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Similarly, the Discussion Paper notes that one of the challenges to introducing the distinction
between controllers and processors is the existence of the small business exemption.®

It does not make sense to continue to support an exemption where there is little justification for
the reasons given in support of that exemption and where the exemption also negatively
impacts the operation of other provisions in the Act and international recognition of Australia’s
Privacy Act as being adequate.

Greater support from OAIC

We support the submission of the APF and its endorsement of an alternative approach
suggested by Salinger Privacy (p. 11) that ‘the OAIC should be significantly better funded to help
proactively assist small businesses understand their obligations, as well as to respond to any
increase in privacy complaints.’

Section 5: Employee Records Exemption

* Discussion Paper, 158.
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We submit that the basis for the exclusion of employee records is no longer valid. In particular,
the protections available for employee records outside of the Act (e.g., under Fair Work
legislation) is not sufficient and does not justify the exemption of employee records from the
Act.

The exemption leads to uncertainty, confusion and inconsistency of practice for international
organisations and as pointed out by the OAIC, is contrary to community expectations.

It is not obvious why the employee records of Federal government agencies should be protected
while those of private entities are not. In terms of the compliance burden, government
agencies have demonstrated how the APPs can be used to protect employment records while
also protecting the rights of third parties in contentious areas such as the provision of
references, performance reviews, investigations and ‘show cause’ situations. It is not clear why
private entities in Australia could not follow the same practices.

Limitation on right to collect employee information

We support a specific right to collect personal information, including sensitive information,
which is reasonably necessary as part of the employment relationship, but subject to tests of
fairness, necessity and proportionality. This could be similar to the provision in China’s PIPL
which includes as a basis for collection where necessary for carrying out human resource
management in accordance with lawfully formulated labour rules systems and lawfully
concluded collective contracts.

In this context, necessity and proportionality are important considerations because of the
imbalance in the employer/employee relationship. There are many different employee
management programs that in effect provide complete surveillance of employee activities,
particularly if installed and operating on personal devices. There is also evidence of increasing
use of biometrics to track employees in the workplace. Any of these uses should be reviewed
based on tests of necessity and proportionality to ensure their use is fair and reasonable in the
workplace.

We also recommend that any use of employee related information for marketing or secondary
purposes be specifically prohibited.

Access to employee records

We support a limited exception to APPs 12-13 (Access and Correction), with respect to
information where both the content of the information, and the context of its collection, use or
disclosure, are about assessing the suitability of the individual for employment, including at the
time of recruitment and throughout the employment relationship such as assessing on-going
fitness for duty, performance management and disciplinary investigations.
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OAIC Guidance

If implemented, this is an area where the OAIC could work more closely with other regulators
(Such as Fair work) to develop more guidance and support for employers. With the push for
more privacy invasive technologies in the employment space (from the use of Al for
performance management and increased used of biometrics and tracking technologies in the
workplace) this is an important area for clear guidance for employers and the appropriate
management of privacy invasive technologies.

We also submit that all of the APPs should apply to employee records. We believe that APPs 12
and 13 already provide protections required by employers when dealing with access and
disclosure of employee records.

Section 6: Political Party Exemption

General
We submit that there is no basis for the exemption of political parties from the Privacy Act.

There is no clear reason why the privacy principles should not operate in relation to the use of
personal information by political parties. In fact, the significant increase in profiling and
targeting of individuals for political messaging, that has become part of every political party’s
standard tools for attracting support, makes it even more important that the privacy principles
be extended. They should apply to the collection and use of personal data by political parties.

Again, this is an area where the OAIC could work on the development of a Code of Practice or
other guidance to support political parties to ensure they adhere to the privacy principles
around the processing of personal information.

Impact on freedom of political communication and the operation of the electoral and political
process

We see little negative impact on freedom of political communication and the operation of the
electoral and political process in Australia if political parties were brought within the scope of
the exemption that currently applies to political representatives and contractors, subcontractors
and volunteers of political parties and political representatives.

Political parties are able to use general messaging (via TV, radio, internet) and indirect methods
(e.g., via letter box drops, handouts at booths and electrical stations) to promote their political
messages. They would also be able to use personal information as required for their purposes
and subject to individuals’ rights to ask not to receive any further communications. We believe
this would promote the quality and transparency of political communication which could
ultimately improve trust in the electoral and political process in Australia.
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What would be the benefits and costs of applying some specific APPs to political parties and
their affiliates?

We support a consistent application of APPs to all covered entities. Our own experience is that
political parties do not manage the use, storage, disclosure or the security of the personal
information of people who are donors, party members or party supporters to a standard
consistent with community expectations. We do not believe there are any benefits in limiting
the application of any of the APPs to political parties and their affiliates.

Section 7: Journalism Exemption

General

We believe that the current exemption which relies on effective enforcement by media self-
regulatory bodies is flawed. Those bodies have not adequately protected the rights of
Australian, sometimes in the most difficult and tragic of circumstances. We believe that
affected individuals should be given some direct recourse to complain and be compensated for
the privacy invasive activities of media organisations (rather than relying on the inadequate and
delayed response from bodies like the Press Council).

We recommend that the privacy principles apply to journalists (defined to limit that application
to news and investigative reporting) with an exception for public interest or benefit.

Security of personal information held by media organisations

The recent ransomware attack impacting Channel 9 makes it clear that even the largest media
organisations may not have robust security measures in place to protect the personal and
sensitive information they hold. We believe that it is important for all Australians that media
organisations be held to the same level of responsibility as other covered entities in regard to
the way that they secure the personal information held.

How could the self-regulation model for media organisations under the journalism exemption
be improved?

The self-regulation model for media organisations could be improved by the development of an
industry code of practice under the Privacy Act, supported by an independent right for affected
individuals to make a complaint to the OAIC.

Section 8: Notice of Collection of Personal Information

Introduce an express requirement in APP 5 that privacy notices must be clear, current

L and understandable.

We are very much in favour of maximum transparency. However, we believe that APP 5, and
the requirement for a notice of collection, does not necessarily support this outcome, and
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provides only limited additional benefit to affected individuals, while causing confusion in those
Australian entities interested in meeting the requirements.

The Privacy Act requires entities to have privacy policy (APP 1) as well as to provide a collection
notice (APP 5). The requirement to provide both a general notice plus notice at the time of
collection is unique to Australia and leads to information overload, and in some cases,
confusion.

In practice it seems that most businesses, particularly those that operate globally, rely solely on
the availability of their APP 1 privacy policy, and do not provide any separate and additional
notice of collection. In our experience there are very few instances where collection notices
that meet the requirements of APP 5 are used in practice by Australian entities.

We do not believe that having an APP 5 collection notice (in addition to an APP 1 privacy policy)
as currently contemplated provides any additional benefit to the individual.

A preferable approach would be to provide a simple clear statement that personal information
is being collected with a link to the APP 1 privacy policy. We believe that this approach will
better align with other privacy laws and streamline the experience of data subjects while still
providing the necessary information.

To the extent that the APP 5 notice obligation is retained, we support the inclusion of the
requirement that it be clear, current and understandable.

Again, this is an area where additional guidance from the OAIC on what it expects in terms for
notices to meet these criteria is essential.

APP 5 notices limited to the following matters under APP 5.2:

e the identity and contact details of the entity collecting the personal
information

e the types of personal information collected

e the purpose(s) for which the entity is collecting and may use or disclose the
personal information

8.2 e the types of third parties to whom the entity may disclose the personal
information

e if the collection occurred via a third party, the entity from which the personal
information was received and the circumstances of that collection

e the fact that the individual may complain or lodge a privacy request (access,
correction, objection or erasure), and

e the location of the entity’s privacy policy which sets out further information.

To the extent that the APP 5 notice obligation is retained, we support the inclusion of the
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requirement that it be clear, current and understandable. We note that the argument for
retaining the APP 5 notice is that it can provide more specific information about the particular
personal information being collected.

If greater specificity is the basis for the collection notice, then information should not be
provided by reference to ‘types’ — whether of information, purpose of use or disclosure or the
third parties to which it may be disclosed. The reliance on ‘types’ leads to the use of broad,
non-specific categories (such as contact details, device details, usage data — as types of personal
information and suppliers, advisers and related companies — as types of third parties). This
provides little real information on what is being collected and defeats the purpose of providing
the notice.

We also recommend that individuals be provided with an easy-to-understand outline of data
retention and deletion time frames for the data being collected.

Individuals should also be updated or reminded of the important provisions in privacy notices
from time to time, so they have the opportunity to ensure their use is current and that they
continue to understand what their data is being collected and used for and who it is shared
with.

Standardised privacy notices could be considered in the development of an APP code,
such as the OP code, including standardised layouts, wording and icons. Consumer
comprehension testing would be beneficial to ensure the effectiveness of the
standardised notices.

8.3

Although we accept that a requirement for standardised icons or phrases may be difficult, we
support the development of guidance and recommendations by the OAIC on icons, visuals aids
and other techniques to improve readability and transparency of privacy and collection notice.
Our experience is that OAIC guidance can be influential is establishing industry benchmarks and
accepted practices.

Strengthen the requirement for when an APP 5 collection notice is required — that is,
require notification at or before the time of collection, or if that is not practicable, as
8.4 soon as possible after collection, unless:

e theindividual has already been made aware of the APP 5 matters; or
e notification would be impossible or would involve disproportionate effort.

We support this proposal.

We submit that there should be some distinction made where information being collected is
already in the public domain. Where the Pl collected has been made public by the individual
(other than in an accidental or unintended way), then it may be appropriate that notice of
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collection is not required.

Additionally, however, before any information that has been collected about an individual from
a third party or indirectly is to be used in any way that affects the individual, they should also be
notified by the third party of the collection, use and other matters required in the case of a
direct collection.

There are other exceptions that should also be excluded from the notification requirement, for
example, where the collection from the third party is in the context of collecting information
primarily around the third party, for example, providing next of kin or emergency contact
information or family history as part of the provision of a health service.

It may also be appropriate to exclude circumstances where information is shared with a third-
party processor, under the direction and for the purposes of the original controller. Requiring
that collection notices be given by storage providers, business advisers, IT support providers and
SaaS providers, that receive personal data from ‘controllers’ is unreasonable and would end in
notification fatigue. If no distinction is made between controllers and processors (which seems
to be the position favoured in Chapter 21 of the Discussion Paper), some mechanism should be
put in place to manage indirect collections by third party service providers.

Section 9: Consent to Collection and Use and Disclosure of Personal Information

Consent to be defined in the Act as being voluntary, informed, current, specific, and

9.1 . . .
an unambiguous indication through clear action.

We support this recommendation.

We also support the inclusion of a drafting note or guidance from the OAIC that consent is not
valid if it relies on the acceptance of terms of use or a privacy notice (or other transparency
measure). Acceptance of terms of use does not meet the requirement for the consent to be
informed, specific and unambiguous. It is also not voluntary.

Similar steps should be taken in regard to consent based on the use of dark patterns (e.g., a user
interface designed or manipulated with the substantial effect of subverting or impairing user
autonomy, decision-making, or choice).

Standardised consents could be considered in the development of an APP code, such
as the OP code, including 17 standardised layouts, wording, icons or consent
taxonomies. Consumer comprehension testing would be beneficial to ensure the
effectiveness of the 17 standardised consents.

9.2
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We support this recommendation.

We also recommend consideration be given to clear guidance on measures that do not amount
to valid consent, for example, the use of dark patterns.

Currency of consent

It is important that consent remains current, wherever relied on — not just in the context of the
collection, use or disclosure of sensitive information. We support the requirement that consent
be current and that the burden of proof be on the entity relying on consent to establish that it is
current.

Section 10: Additional protections for collection, use and disclosure

A collection, use or disclosure of personal information under APP 3 and APP 6 must be

10.1 ) . .
fair and reasonable in the circumstances.

We support this recommendation.

However, we submit that the ‘fair and reasonable’ test should apply to all cases of collection,
use and disclosure.

The fair and reasonable test should be incorporated into APPs 3 and 6, as a threshold issue; in
other words, if a practice fails the ‘fair and reasonable’ test, it will be prohibited, regardless of
the lawful ground which could otherwise be relied upon. This includes where the collection, use
or disclosure is authorised by another law (see APP 3.4(a) and APP 6.2(b)), or under an
exemption (see APP 6.2(c)-(e), and sections 16A, s.16B, 95 and 95A).

Legislated factors relevant to whether a collection, use or disclosure of personal
information is fair and reasonable in the circumstances could include:

10.2 e Whether an individual would reasonably expect the personal information to be
collected, used or disclosed in the circumstances

e The sensitivity and amount of personal information being collected, used or
disclosed
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e Whether an individual is at foreseeable risk of unjustified adverse impacts or
harm as a result of the collection, use or disclosure of their personal
information

e Whether the collection, use or disclosure is reasonably necessary to achieve
the functions and activities of the entity

e  Whether the individual’s loss of privacy is proportionate to the benefits

e The transparency of the collection, use or disclosure of the personal
information, and

¢ If the personal information relates to a child, whether the collection, use or
disclosure of the personal information is in the best interests of the child.

We support the recommendation that some relevant factors for considering what is fair and
reasonable be included in the legislation. However, any list should not be exhaustive but
provided as suggested considerations.

In terms of the actual factors, we suggest that it be made clearer that consideration should be
given to the impact on individuals — not just ‘unjustified adverse impacts or harms.” The
consideration of harms is part of the balancing exercise that must be done in considering what
might be fair or reasonable.

We have included below other recommendations on changes to the wording of relevant factors
in considering what is fair and reasonable.

We support a fair and reasonable test that strikes the right balance between the interests of
individuals, APP entities and the public interest.
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We believe that the onus should be on the APP entity to be able to prove that the collection, use
or disclosure was fair and reasonable.

We do not believe that the requirement to be fair and reasonable should be overridden by any
of the exceptions in APP 3.4, APP 6.2 (a) and 6.2(b)-(f). Any use of personal information must
always be fair and reasonable.

We also support that guidance be provided to help organisations determine what is fair and
reasonable and how to strike the right balance between competing interests. Because of the
breadth of circumstances, we support the idea that guidance on factors to be considered as part
of the fair and reasonable test should be interpretative considerations. This will stop the factors
becoming a compliance tick list.

We also recommend that the guidance on what is fair and reasonable:

e Outline circumstances where the collection, use or disclosure would never be fair or
reasonable, for example, use of facial recognition software for public surveillance;

e Provide examples of different collections and uses and considerations relevant to making
a determination as to what is fair and reasonable.

Having regard to the list of suggested relevant factors proposed, we recommend that those
factors be amended as follows:

e Whether an individual would expect the personal information to be collected, used or
disclosed in the circumstances. Notice cannot be used to establish expectation,

* The sensitivity and amount of personal information being collected, used or disclosed,

e Whether an individual is at foreseeable risk of adverse impacts or harm as a result of the
collection, use or disclosure of their personal information. Adverse impacts or harms
include discriminatory or unethical outcomes,

e Whether the collection, use or disclosure is reasonably necessary to achieve the functions
and activities of the entity,

e Whether the potential harm to the individual is proportionate to the benefits,

e The transparency of the collection, use or disclosure of the personal information, and

e |If the personal information relates to a child, whether the collection, use or disclosure of
the personal information is in the best interests of the child.

Include an additional requirement in APP 3.6 to the effect that where an entity does
not collect information directly from an individual, it must take reasonable steps to
satisfy itself that the information was originally collected from the individual in

10.3 accordance with APP 3.

Commissioner-issued guidelines could provide examples of reasonable steps that
could be taken, including making reasonable enquiries regarding the collecting
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entities’ notice and consent procedures or seeking contractual warranties that the
information was collected in accordance with APP 3.

We support this recommendation, however question whether it is required if it is clarified that
all APP3 and APP6 obligations apply to any direct or indirect collection or any direct or indirect
use or disclosure. In that case, the APP entity would already be subject to the APP 3 collection
obligations.

Define a ‘primary purpose’ as the purpose for the original collection, as notified to the
104 individual. Define a ‘secondary purpose’ as a purpose that is directly related to, and
reasonably necessary to support the primary purpose.

We support this recommendation.

Even where socially beneficial, it is important that individuals understand what uses might be
made of their personal information.

Section 11: Restricted and prohibited practices

Option 1

APP entities that engage in the following restricted practices must take reasonable
steps to identify privacy risks and implement measures to mitigate those risks:

e Direct marketing, including online targeted advertising on a large scale*

e The collection, use or disclosure of sensitive information on a large scale

e The collection, use or disclosure of children’s personal information on a large
scale

e The collection, use or disclosure of location data on a large scale

e The collection, use or disclosure of biometric or genetic data, including the use of

111 facial recognition software

e The sale of personal information on a large scale

e The collection, use or disclosure of personal information for the purposes of
influencing individuals’ behaviour or decisions on a large scale

e The collection use or disclosure of personal information for the purposes of
automated decision making with legal or significant effects, or

e Any collection, use or disclosure that is likely to result in a high privacy risk or risk
of harm to an individual.

*‘Large scale’ test sourced from GDPR Article 35. Commissioner-issued guidance
could provide further clarification on what is likely to constitute a ‘large scale’ for
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each type of personal information handling.

Option 2

In relation to the specified restricted practices, increase an individual’s capacity to
self-manage their privacy in relation to that practice.

Possible measures include consent (by expanding the definition of sensitive
information), granting absolute opt-out rights in relation to restricted practices (see
Chapter 14), or by ensuring that explicit notice for restricted practices is mandatory.

We support the identification of circumstances or factors that pose higher risk as suggested in
Option 1. The list of circumstances should be broadened to include:

e Large scale monitoring of individuals (whether on-line or via surveillance devices);

e Large scale aggregation of personal information

e The adoption of new or innovative technology that processes personal information and
which could have an adverse impact on individuals.

We support a flexible protocol for identifying new factors or circumstances that could be
regarded as involving high privacy risk, in addition to those identified.

We support the development of Commissioner-issued guidelines interpreting what acts and
practices do not satisfy the proposed fair and reasonable test, following appropriate public
consultation, rather than including an exhaustive list in the legislation.

We support any proposal for the completion of privacy impact assessments where high risk
privacy processing activities are proposed. We do not believe that providing individuals with the
ability to self-manage their privacy in relation to such practices is sufficient protection.

We also support the adoption of the GDPR model, which is that if, after the conduct of a PIA and
the implementation of all mitigation strategies, there is still a residual level of high risk, then the
OAIC must be consulted, with the OAIC having the power to stop or prohibit the activity.
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We also believe that where there are high risk activities proposed by government agencies, that
those agencies should be required to disclose the Privacy Impact Assessment that has been
completed, including agreed privacy mitigations. This would ensure visibility of the assessment
process and the privacy protections that have been built into the processing. It would also
provide individuals with a better understanding of the proposed processing, the risks and the
benefits.

Section 12: Pro-privacy default settings

Introduce pro-privacy defaults on a sectoral or other specified basis.

Option 1 - Pro-privacy settings enabled by default

Where an entity offers a product or service that contains multiple levels of privacy
settings, an entity must pre-select those privacy settings to be the most restrictive.
12.1 This could apply to personal information handling that is not strictly necessary for the
provision of the service, or specific practices identified through further consultation.

Option 2 — Require easily accessible privacy settings
Entities must provide individuals with an obvious and clear way to set all privacy
controls to the most restrictive, such as through a single click mechanism.

We support both options, each of which would be of significant advantage to individuals who
presently struggle to identify, implement and maintain privacy protections.

It would be helpful for guidance on dark patterns and other similar privacy invasive practices as
well as how to ensure privacy is built in by default to be made available on an on-going basis by
the OAIC.

It would also send a powerful message to the regulated community if the OAIC took
enforcement against Australian organisations which are not using clear and easy to access
privacy setting or building in privacy by default.

Section 13: Children and Vulnerable Individuals

13.1 Amend the Act to require consent to be provided by a parent or guardian where a
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child is under the age of 16. The review is seeking additional feedback on whether
APP entities should be permitted to assess capacity on an individualised basis where
it is practical to do so.

Feedback is also sought on the circumstances in which parent or guardian consent
must be obtained:

e Option 1 — All collections of personal information

Parent or guardian consent to be required before collecting, using or disclosing
personal information of the child under the age of 16.

e Option 2 — Where consent is currently required under the Act

Parent or guardian consent to be required in respect of a child under the age of
16 in situations where the Act currently requires consent, including before the
collection of sensitive information or as an available mechanism to undertake a
secondary use or disclosure of personal information.

The assumed age of capacity would also determine when a child may exercise privacy
requests independently of their parents, including access, correction or erasure
requests.

We believe that care should be taken when regulating the way individuals under 16 may use or
disclose their personal information.

Although we support the restriction of the use of information about children for profiling and
direct marketing, there are many circumstances where a person younger than 18 or 16 may
wish to disclose their personal information without requiring the consent of a parent or
guardian. They include sexual health services, mental health issues and access to domestic
violence, drug and alcohol dependency services, homelessness and other community services.

We suggest that consideration be given to allowing the collection of sensitive information by
not-for-profit and community support groups to supplement the current practices in regard to
collection of information from children by medical health service providers

We also recommend detailed consultation with community service groups responsible for
providing child and teenager support services to identify the best ways to mitigate the risks of
misuse of information about children.

Require APP 5 notices to be clear, current and understandable, in particular for any

132 information addressed specifically to a child.

We support this proposal. We also recommend inclusion of a clear statement as to whether or
not it is expected that information will be collected about children e.g., We do not collect

Privacy 108 24



Privacy108

We Protect Privacy

information about children.

Generally, we believe that children deserve special protection, particularly in regard to their on-
line activities. Protections should extend to limitation of the type of information that can be
collected as well as the use of information about children. In particular, consideration should
be given to specific regulation of tracking, monitoring, profiling or targeting of children.

Children should also be given explicit and unconditional rights of erasure.

Section 14: Right to Object and Portability

An individual may object or withdraw their consent at any time to the collection, use
or disclosure of their personal information. On receiving notice of an objection, an
14.1 entity must take reasonable steps to stop collecting, using or disclosing the
individual’s personal information and must inform the individual of the consequences
of the objection.

Right to object

We support the right for an individual to object or withdraw their consent at any time to the
collection, use or disclosure of their personal information.

It is also important that any right be of real benefit to individuals. Accordingly, we suggest that
entities be required to:

e Provide individuals with easy-to-understand information about their rights, and
avenues for them to find out more information if needed;

e Ensure individuals have an easy and cheap way to exercise their rights, for example,
by reference to an independent body if they don’t believe their rights have been
upheld; and
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e Demonstrate the basis on which they have elected not to accept or fully respond to
the exercise of the individual right. The presumption should be that there is a basis
to object to the collection, use or disclosure of their information, unless this is
proved otherwise.

Right to data portability

We do not accept the proposition that Australia has adopted a sector-based approach to data
portability pursuant to the Consumer Data Right legislation which means that no general right to
data portability can be considered in Australia.

The suggestion that the introduction of data portability rights into the Privacy Act will create
duplication and unnecessary regulation is not sufficient justification for refusing to provide a
general right to data portability that applies to other industry sectors. There are many examples
of duplication and overlap between obligations under the Privacy Act and other regulation, and
also of instances where different legislation has been designed to work in conjunction with the
Privacy Act. Ensuring consistency and effective operation between different pieces of legislation
should not be outside the expertise and capability of the Department and its legislative drafters.

In any case, the basis for introducing a right of data portability into the Privacy Act would be
different to the regulatory outcomes sought by the CDR. Here, the right is part of the
proposition that individuals should be entitled to exercise control over their data, particularly in
circumstances where its collection and use is based on contract or consent, as part of general
protection of human rights. It is a different and complementary lens to concerns about ensuring
consumers have the right to secure the most advantageous product or service, supported by the
CDR.

Section 15: Right to Erasure of Personal Information

An individual may only request erasure of personal information where one of the
following grounds applies, and subject to exceptions at 15.2, below:

e the personal information must be destroyed or de-identified under APP 11.2

e the personal information is sensitive information

e an individual has successfully objected to personal information handling
through the right to object (see Chapter 14)

e the personal information has been collected, used or disclosed unlawfully

e the entity is required by or under an Australian law, or a court/tribunal order,
to destroy the information, and

e the personal information relates to a child and erasure is requested by a child,
parent or authorised guardian.

15.1

We support the introduction of a right to erasure, including the exceptions as listed. Introducing
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a right to erasure will allow individuals more control over their personal information and may
help to address the power imbalance between individuals and entities.

However, the right to erasure must be workable and supported by easy-to-use mechanisms.
One of the practical issues at present is with transparency of the right and the way that it is
implemented.

Provide for exceptions to an individual’s right to erasure of personal information. An
APP entity could refuse a request to erase personal information to the extent that an
exception applied to either all or some of the personal information held by an APP
entity.

15.2

We would prefer that the right for erasure requests by a child be of an unconditional nature or
with more limited exceptions than other requests, for example, where required to be retained
as part of a medical record.

We support the inclusion of a public interest and freedom of expression exception. However,
any such exception should be supported by detailed guidance on the circumstances of when
these interests would be sufficient to reject an erasure request.

We also support the introduction of separate rules in regard to de-linking information as part of
online searches and automated data matching.

We also recommend that the definition of ‘hold’ be updated to make it clear that ‘hold’ includes
control over access to personal information (to ensure that generally available publications are
included in consideration of the extent of the obligation to erase).

In terms of the exceptions, in particular the exception for archival, research or statistical
purposes — these should be subject to any right to object (so, if the right to object is upheld, the
individual should be entitled to the erasure of the data regardless of whether an exception to
erasure applies).

An APP entity must respond to an erasure request within a reasonable period. If an
APP entity refuses to erase the personal information because an exception applies,
15.3 the APP entity must give the individual a written notice that sets out the reasons for
refusal and mechanisms available to complain about the refusal, unless unreasonable
to do so.

As submitted in regard to the right to object, it is important that any right be of real benefit to
individuals. Accordingly, we suggest that entities be required to:

e Provide individuals with easy-to-understand information about their rights, and
avenues for them to find out more information if needed,;
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e Ensure individuals have an easy and cheap way to exercise their rights, for example,
by reference to an independent body if they don’t believe their rights have been
upheld; and

e demonstrate the basis on which they have elected not to accept or fully respond to
the exercise of the individual right. The presumption should be that there is a basis
for the erasure of information, unless this is proved otherwise.

We also support the proposition that, as part of the erasure process, the entity must give a
written notice within a given time period (e.g., 30 days from receipt of request with option to
extend by notice for a further 30 days) that either:

e Confirms the erasure, including the date and method of erasure; or
e Sets out the reasons for refusal and the mechanism to complain about that refusal.

We confirm the following:

e We support the introduction of a ‘right to erasure’ into the Act as outlined

e The right to erasure should be widely available

e Exceptions should cover countervailing rights to freedom of speech and of public interest

e Detailed guidance on factors to be considered as part of public interest and how to effect
the right balance between the rights of the individual and the public interest should be
available to assist in determining whether exemptions apply

e theright to erasure should apply to personal information available online, including search
results, with additional clarification provided as part of requirements for de-linking.

Section 16: Direct Marketing, Targeted Advertising and Profiling

The right to object, discussed at Chapter 14, would include an unqualified right to
object to any collection, use or disclosure of personal information by an organisation
for the purpose of direct marketing. An individual could still request not to receive
direct marketing communications from an organisation. If an organisation provides
marketing materials to an individual, it must notify the individual of their right to objec
in relation to each marketing product provided.

16.1
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On receiving notice of an objection, an entity must stop collecting, using or disclosing
the individual’s personal information for the purpose of direct marketing and must
inform the individual of the consequences of the objection.

We support the right to object to the collection, use or disclosure of any personal information
for the purpose of, or in any way relating to use for marketing, profiling or targeting purposes.
This should be part of the right to object proposed in Chapter 15 and should be unconditional
and have immediate operation.

We agree with other submissions, including that of ACMA,® that there should be a single
uniform method for individuals to manage the way that information is collected, used or
disclosed about them for the purpose of marketing, including profiling.

Existing rules in the DNCR Act, Spam Act and related powers and functions in the
Telecommunications Act should be consolidated and harmonised to align with the updated
consent arrangements and other updated provisions (such as the right to object and the right to
withdraw consent) in the Privacy Act.

Such an approach could consist of a universal consent-based framework under which marketing
contact could only occur where either consent has first been obtained, or where a public
interest exemption is applicable. The framework could also include an additional safeguard via
an obligation on all entities to provide a direct and one-step 'unsubscribe' or ‘opt-out’
functionality — regardless of the size of the entity, marketing channel used or whether the entity
is otherwise exempt.

However, designed, the framework should align with international approaches and be
underpinned by strong, consistent consent protections across all relevant marketing channels.

The use or disclosure of personal information for the purpose of influencing an
16.2 individual’s behaviour or decisions must be a primary purpose notified to the
individual when their personal information is collected.

We support this proposal.

We also recommend that notice of the use of personal information to influence an individual’s
behaviour or decisions must be notified before any use for that purpose by an entity that did
not collect the personal information.

® https://www.ag.gov.au/sites/default/files/2020- | 2/australian-communications-and-media-authority.PDF, 6.
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APP entities would be required to include the following additional information in
their privacy policy:
e whether the entity is likely to use personal information, alone or in
combination with any other information, for the purpose of influencing an
16.3 individual’s behaviour or decisions and if so, the types of information that will
be used, generated or inferred to influence the individual, and
e whether the entity uses third parties in the provision of online marketing
materials and if so, the details of those parties and information regarding the
appropriate method of opting-out of those materials.

We support this proposal and also suggest that this information be provided at the time of
collection or, where the information has been disclosed or shared by a third party, in the notice
provided by the recipient entity before using the information for marketing, profiling or
targeted messaging of any sort.

We also recommend that the OAIC or other regulator provide easy to use information on how to
prevent the collection and sharing of online data via cookies, beacons and other online trackers.

16.4 Repeal APP 7 in light of existing protections in the Act and other proposals for reform.

We submit that the regime provided by APP 7 is out of step with other privacy regulatory
models and should be either removed or significantly overhauled.

In particular we submit that:

e thereis noreason for APP 7 in its current form and in effect, makes it easier to use
personal data for marketing purposes;

e there should be an explicit and unconditional right to simply and easily withdraw consent
to use of personal information for marketing purposes at any time.

There is no purpose in the creation of a separate regime for the use of personal information for
direct marketing, particularly as it sits across other regulatory frameworks, such as the Do Not
Call Register and the Spam Act.

In place of APP 7, we believe that the following provisions will provide a more comprehensive
response to the use of personal information for marketing, profiling and targeting purposes:

e Updated definition of consent;

e Notice to be given and consent to be obtained at every point in the collection, sharing,
aggregating and use of personal information;

e Easier and clearer methods of ‘opting-out’ including a ‘do not share’ option at the time
of collection;

e The right to object to the use for marketing (including profiling and targeted messaging
of any type).

Privacy 108 30



Privacy108

We Protect Privacy

We also recommend that the OAIC take a more proactive approach to the practices of ad tech
providers in Australia. Useful information about their practices, and tools (such as cookie
scanning tools and website rating systems) would help individuals understand more
comprehensively what information is being collected about their online activities, who by and
for what purpose.

We submit that the regime provided by APP 7 is out of step with other privacy
regulatory models and should be overhauled.

In particular we submit that:

e thereis noreason for APP 7 in its current form and in effect, makes it easier to
use personal data for marketing purposes;

e there should be an explicit and unconditional right to simply and easily
withdraw consent to use of personal information for marketing purposes at
any time.

e Consideration be given to the explicit regulation of the more intrusive and
covert tracking and profiling activities which power online behavioural
advertising.

Section 17: Automated Decision Making

Require privacy policies to include information on whether personal information will
171 be used in ADM which has a legal, or similarly significant effect on people’s rights.
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Entities should be transparent about any ADM they employ, by notifying individuals
of:

e the types of personal information used in the ADM process;
e the types of calculations or predictions made; and
e whether the decision will be subject to human review.

Entities should provide simple ways for individuals to request further explanation
about the ADM process, human intervention or to challenge a decision made using
their personal information.

We strongly support consideration of greater regulation of automated decision making.

We believe that consideration should be given to:

e Ensuring that a detailed explanation of how the ADM works is included as part of the
transparency obligations (rather than being available on request);

e Disclosing to whom any decision or other information connected to the ADM may be
disclosed;

e Requiring that a privacy impact assessment and an ethical assessment be done wherever
ADM which will have a legal, or similarly significant effect on people’s rights is used (to
confirm there is no chance of discrimination etc.);

e Prohibiting certain types of ADM for examples, the use of facial recognition to identify
individuals in public places, places open to the public, places used by children (schools,
playgrounds etc.).

ADM can use machine learning and artificial intelligence. We would like to see greater
engagement by the OAIC in this area, in providing detailed guidance and recommendations to
Australian entities on how to develop and harness the uses of ML/Al in a privacy protective,
ethically supportable and non-discriminatory way.

Yes, examples of the types of decisions would be of benefit together with other guidance on
how to meet transparency obligations and what the manual intervention process might look
like.

Section 18: Accessing and Correcting Information

Privacy 108 32



Privacy108

We Protect Privacy

Our experience is that very few Australian organisations receive requests from individuals to
access their personal information. Situations where requests are received are typically in
connection with other issues, such as a dispute with the entity or as part of an unfair dismissal
or other workplace issue.

Accordingly, there is little evidence about either access requests or refusals to respond to those
requests.

An organisation must identify the source of personal information that it has collected
18.1 indirectly, on request by the individual, unless it is impossible or would involve
disproportionate effort.

We support this recommendation.

Introduce the following additional ground on which an APP organisation may refuse a
request for access to personal information:

18.2 e the information requested relates to external dispute resolution services involving
the individual, where giving access would prejudice the dispute resolution
process.

We support this recommendation.

Clarify the existing access request process in APP 12 to the effect that:

e an APP entity may consult with the individual to provide access to the
requested information in an alternative manner, such as a general summary
or explanation of personal information held, particularly where an access

18.3 request would require the provision of personal information that is highly
technical or voluminous in nature, and

e where personal information is not readily understandable to an ordinary
reader, an APP entity must provide an explanation of the personal
information by way of a general summary of the information on request by an
individual.

We support this recommendation.
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Our experience is that few Australian private organisations receive large quantities of access
requests. Most requests are one-offs and usually part of another dispute with the organisation.

Section 19: Security and Destruction of Personal Information

19.1

Amend APP 11.1 to state that ‘reasonable steps’ includes technical and
organisational measures.

We support the proposal that the APPs should refer to technical and organisational measures,
although we do not see this as a significant or controversial change. The importance of both
technical and organisational controls to address information security risk is well understood and
has been assumed to date as required by APP 11. Technical and organisational controls have
been supported in practice by the OAIC in both the Guidance released and reports released as
part of the Notifiable Data Breach Scheme.

What would be of far greater value for the regulated community would be:

More detailed and up to date guidance on technical and organisational controls that
could be implemented and ways of managing privacy risks. The OAIC’s most recent
guidance on security (Guide to securing personal information’) was released in 2018 —
over three years ago. Three years is a long time in the information security world and
both the risk landscape and business processes used have changed in many ways, which
could be reflected in updated and more specific guidance on particular issues and areas
of risk; and

Greater and more targeted enforcement of security issues, particularly those identified
as systemic issues in different sectors; and

Strengthened ties between the different arm of government working to improve the
cyber security posture of Australian entities, particularly those that have direct
responsibility for cyber security; and

Development of skills within the OAIC to assist with investigations and guidance,
particularly where they involve sophisticated cyber-attacks; and

Development of a more skilled workforce, with skills specific to privacy enhancing
solutions and technologies; and

Greater collaboration with researchers and industry groups to develop effective
responses to security issues in the Australian environment.

19.2

Include a list of factors that indicate what reasonable steps may be required.

7 https://www.oaic.gov.au/privacy/guidance-and-advice/guide-to-securing-personal-information
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Although not generally in favour of including more prescriptive requirements in any of the APPs
the following could be included as an indication of reasonable steps:

Encryption of data at rest and in transit;

Data minimisation;

Pseudonymisation;

Audits and technical reviews.

Approved code

As noted in the Discussion Paper, a different government agency (Department of Home Affairs)
is considering legislative changes that include a proposal that industry develop an enforceable
cyber security code under the Privacy Act that would outline minimum cyber security standards
for certain entities.®

It is suggested that this code could be a combination of specific and principles-based
requirements, to retain the advantage of flexibility.

We encourage the development of such a code provided that it is based on existing approaches
to managing information security risk and does not attempt to create a new framework. We
believe existing frameworks (such as ISO 27001, 27002 and 27701 and the NIST Standards for
cyber security and privacy) are well understood, supported by a large number of existing tools,
resources and other collateral, are already widely used and designed to ensure that security
risks are properly managed.

We question the efficacy of any such code given the likely continuing exemption of small
businesses (or approximately 95% of Australian businesses) from the operation of the Privacy
Act and thus the proposed cyber security code.

OAIC Security Advisory Group

Given the complexity and shifting nature of the cyber security landscape, it would be of benefit
of the OAIC to leverage the expertise and advice of the broader security community, bringing
together representatives from the public and private space to ensure the OAIC receives the
most accurate, timely and inclusive advice on cyber security issues impacting the personal data
held by Australian entities.

This could be by way of an OAIC Security Advisory Group, with representatives from industry

8 Strengthening Australia’s cyber security regulations and incentives, available at www.homeaffairs.gov.au/cyber.
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groups, cyber security thought leaders and Australian businesses.

Inter-agency co-operation

We note that the Discussion Paper refers to the possibility that the OAIC’s regulatory strategy
could include increased regulatory cooperation with Australian Government bodies that have
cyber security expertise, such as the Australian Cyber Security Centre, or research bodies such
as CSIRQO’s Datab1, or the Cyber Security Co-Operative Research Centre. We also note that the
government is also considering challenges and opportunities in enhancing regulator roles in
cyber security, including terms of collaboration with policy agencies and the Australian Cyber
Security Centre.

We re-iterate our position that security needs to be a shared responsibility as it sits across a
number of areas including the security of national infrastructure, economic and personal well-
being, protection of human rights and consumer protection. Security is not a siloed area of
importance and it should not be treated as such at a government policy or regulatory level.
Strengthened ties between the different arms of government working to improve the cyber
security posture of Australian entities, particularly those that have direct responsibility for cyber
security together with those protecting privacy, consumer and human rights can only have
positive outcomes for all stakeholders.

OAIC Security Skill Development

Development of skills within the OAIC to assist with investigations and guidance, particularly
where they involve sophisticated cyber-attacks, would be of major assistance in ensuring that
regulated entities receive the advice and support that they need, and that the OAIC itself can
undertake investigations into sophisticated cyber-attacks impacting the personal information of
Australians.

A program that supported the development of skilled privacy and security technologists would
support not just the OAIC but help address the burgeoning skills shortages in this area.

Industry Incentives

We also believe, like IDCARE and other responders to the Issues Paper,® that market incentive
measures should be considered, rather than purely the regulatory initiatives, which impose
negative consequences for non-compliance.

Amend APP 11.2 to require APP entities to take all reasonable steps to destroy the
information or ensure that the information is anonymised where the entity no longer
needs the information for any purpose for which the information may be used or
disclosed by the entity under the APPs.

19.3

° IDCARE, https://www.ag.gov.au/sites/default/files/2020- | 2/idcare.PDF, 6.
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We support the proposed amendment.

We also recommend the inclusion of details of retention periods for personal information in
privacy notices. Our experience is that many organisations do not consider the need to delete
information unless required to do so as part of, for example, GDPR compliance obligations
(where retention periods for different data categories need to be specified).

It would be useful for additional guidance to be provided by the OAIC or other relevant
regulators (perhaps working together?) on:
e retention periods for certain types of information, for example, financial records, or
online account details which have been inactive for a certain period of time; and

e what is regarded as reasonable steps for the destruction of different types and
sensitivities of personal information.

Section 20: Organisational Accountability

Introduce further organisational accountability requirements into the Privacy Act,
targeting measures to where there is the greatest privacy risk:

e Amend APP 6 to expressly require APP entities to determine, at or before
using or disclosing personal information for a secondary purpose, each of the
secondary purposes for which the information is to be used or disclosed and
to record those purposes.

20.1

We support this recommendation; however we do not believe that this sufficiently addresses
the need for APP entities to be accountable.

We believe that there are additional accountability measures that could be considered
including:

e Privacy impact assessment for any collection, use or disclosure of sensitive information
(to supplement the recommendation in Option 1 in Proposal 11.1);

e Appointment and nomination of a privacy officer;

e Bearing the burden of proof to demonstrate that the collection, use and disclosure of
personal information complies with the APPs, and in particular the fair and reasonable
requirement;

e Required contractual provisions for data sharing agreements or arrangements with
service providers;

e Publication of a privacy management policy for organisations that process a large
amount of data, or which are involved in high-risk processing activities.

Similar to the OAIC’s position, we also recommend that APP entities should be required to be
able to demonstrate that they have implemented practices, procedures and systems that will

Privacy 108 37




Privacy108

We Protect Privacy

ensure compliance with the APPs, as part of APP 1.

Privacy by design approach

We do not believe that entities will adopt a privacy by design approach unless this is specifically
referred to in either an APP or very directed guidance from the OAIC.

Privacy by design and the use of privacy impact assessments has been recommended for many
years but is still not a core part of the privacy management program of most APP entities.

Reducing compliance mentality and assistance to APP Entities

An obligation to make privacy impact assessments public, or available to affected individuals on

request, particularly where they involve consideration of large scale or high-risk processing, may
make entities more inclined to use privacy by design and privacy impact assessments as genuine
privacy risk mitigation tools.

Audits by the OAIC, or authorised third parties, of PbD activities may also encourage greater
adoption.

Advice and guidance from specialist working groups may also assist APP entities in pursuing
accountability measures as genuine privacy enhancing steps, rather than a compliance ‘tick box’
exercise.

Section 21: Controllers and Processors of Personal Information

We recommend that some distinction be made between different roles in data processing. This is
needed to reflect the very different but inter-connected world of electronic processing of the 21
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century.

Doing so would provide advantages in terms of the following:

e Clearer notification obligations for the purposes of APP 5 so individuals are not
overwhelmed by notices;

e Clearer data breach notification obligations, with primary responsibility for notification
attaching to the controller or equivalent;

e Clearer responsibility for supporting the exercise of individual rights.

We note concerns around processors not having these responsibilities. We believe that these
concerns can be addressed, for example, by giving entities acting as processors the option to
advise relevant controllers or affected individuals directly. In this way, the protection of
individuals will not be reduced.

We do not accept that the exemption of small businesses in itself means the introduction of
different obligations for different roles in data processing should not be considered.

Section 22: Overseas Data Flows

Amend the Act to introduce a mechanism to prescribe countries and certification

22.1 schemes under APP 8.2(a).

We support this proposal. A mechanism to prescribe countries and certification mechanisms
under APP 8.2 would be of great benefit to the regulated community. Particularly if any
mechanisms were consistent with other privacy regimes for example, accepting that European
Commission adequacy findings operate in a similar manner for transfer of personal data from
Australia.

SCCs for transferring personal information overseas be made available to APP entities

22.2 s ) . .
to facilitate overseas disclosures of personal information.

We support this proposal. However, we also suggest that recognition be given to Standard
Contractual Clauses used in other jurisdictions. It does not make sense to require international
organisations with complex data sharing systems to have multiple versions of standard
contractual clauses to meet the requirements of different regimes.

e Remove the informed consent exception in APP 8.2(b).

We believe there are occasional uses for this exemption. However, we also believe that the use
of informed consent should be limited to occasional and one-off transfers.
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Australian organisations operating internationally should not be burdened with having to
implement multiple cross border transfer protections. We strongly recommend that
consideration be given to a system that recognizes transfer mechanisms adopted by countries
or jurisdictions with similar privacy regimes as Australia.

Strengthen the transparency requirements in relation to potential overseas
disclosures to include the countries that personal information may be disclosed to, as
well as the specific personal information that may be disclosed overseas in entity’s
up-to-date APP privacy policy required to be kept under APP 1.3.

22.4

We support this proposal.

Introduce a definition of ‘disclosure’ that is consistent with the current definition in

23 the APP Guidelines.

We support this proposal. However, we believe that it would be preferable to use the word
‘transfer’ instead, to clearly differentiate between those uses that amount to a disclosure and
any overseas transmission of data.

The use of the term ‘disclosure’ and the attendant concept of loss of control has been
interpreted as enabling the transfer of data to overseas cloud service providers acting under the
direction and control of the Australian entity. The retention of control arguably means there
has been no disclosure, notwithstanding that the data has in fact been passed to the actual
control and custody of the overseas cloud service provider. We do not believe that this was the
intention of the replacement of the term ‘transfer’ with ‘disclosure’ in the 2012 amendments to
the Privacy Act.

Continued use of the term disclosure as part of the cross-border data flow provision in Australia
will mean that Australia continues to be out of alignment with other jurisdictions with otherwise
similar privacy regimes.

Amend the Act to clarify what circumstances are relevant to determining what are

22.
6 ‘reasonable steps’ for the purpose of APP 8.1

We support this proposal.
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Section 23: Cross-Border Privacy Rules and Domestic Certification

23.1 Continue to progress implementation of the CBPR system.

We do not object to the CBPR system. However, we see limited benefits to Australian
businesses from the implementation of the CBPR system. None of our clients have been
interested in pursuing CBPR certification. We also do not believe there is benefit in the
prioritization of efforts to implement the CBPR system in Australia.

Introduce a voluntary domestic privacy certification scheme that is based on and
works alongside CBPR.

23.2

We believe there is limited merit in developing a domestic privacy certification scheme. The
value would only be to businesses operating within Australia, and outside of services to State
government agencies.

We support the recognition of an international independent third-party certification scheme
that would allow for an accredited certification body to certify an organisation’s compliance
with privacy principles (such as pursuant to ISO 27701: Privacy Information Management
System). The recognition of an independent third-party certification scheme would simplify the
role of the OAIC and release valuable resources to pursue other activities.

We also acknowledge that mechanisms such as privacy ‘seals’, ‘badges’ and certification have
had a poor track record elsewhere, and so would proceed with caution in recognising any
certification system, to ensure that it is likely to provide the benefits available from independent
certification.
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Our experience to date is that there is little interest from Australian businesses (both APP
entities and businesses not covered by the Act) in a domestic certification scheme based on the
requirements of the Act, either alone or alongside CBPR certification.

We have seen more interest in international standards such as ISO 27701, but mostly from
organisations operating internationally rather than just within Australia.

Section 24: Enforcement

Create tiers of civil penalty provisions to give the OAIC more options so they can
better target regulatory responses, including:

e A new mid-tier civil penalty provision for any interference with privacy, with a

241 lesser maximum penalty than for a serious and repeated interference with
privacy.

e Aseries of new low-level and clearly defined breaches of certain APPs with an
attached infringement notice regime.

We support these proposals.

However, we note that to date the OAIC has made limited used of its ability to seek civil
penalties. Again, the resources of the OAIC will ultimately dictate what action is taken and how
effective any new penalty provisions may be.

24.2 Clarify what is a ‘serious’ or ‘repeated’ interference with privacy.

We support these proposals.

We also suggest that consideration be given to linking serious interferences to:

Breaches of any cyber-security regulations;

Failure to comply with any accepted Code of Practice;

Failure to carry out a PIA or implement remediations identified in a PIA;
High risk processing of the type identified as requiring a PIA.

The powers in Part 3 of the Regulatory Powers (Standard Provisions) Act 2014
24.3 (Regulatory Powers Act) would apply to investigations of civil penalty provisions in
addition to the IC’s current investigation powers.

Privacy 108 42



Privacy108

We Protect Privacy

We support this proposal. We also support the reference in the Discussion paper to the
importance of the OAIC undertaking more systematic audits and investigations.

However we note that to date, many of the audits and investigations carried out by the OAIC
could not be regarded as providing a ‘professional, independent and systematic appraisal of
how well an agency or organisation ... complies with all or part of its privacy obligations.”'% They
are often paper based, with little independent review or assessment of controls in operation,
they are usually of short duration and in most cases there is a significant delay between the
conduct of the audit or investigation and the publication of any results. As such, these
investigations are of limited educative or guidance value to the regulated community.
Accordingly, their value must be questioned.

Again, the resources of the OAIC will ultimately dictate what action is taken and how effective
any use of investigation powers or new penalty provisions may be.

Amend the Act to provide the IC the power to undertake public inquiries and reviews

24.4 . -
into specified matters.

We support this proposal.

We support the proposed amendments however it is not clear how the absence of any of the
above powers have limited the ability of the OAIC to date to use the powers it has held. We
believe that increased funding and resources, and greater support for enforcement activity
would be of more benefit.

We also note that Increased accountability obligations for regulated entities would shift the
enforcement burden.

We also support the APF submission that the s41(1)(a) and s41(2)(a) impediments to s52
determinations be addressed to provide that, if a complainant objects to the Commissioner’s
dismissal of a complaint under these subsections, the Commissioner will then make a formal
determination under s52.

This will give complainants (and respondents) the opportunity to appeal to the AAT. The
inability for complainants to take any further action following a dismissal of their complaint is

' Discussion paper, 177.
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one of the biggest issues with the complaint handling process.

Amend paragraph 52(1)(b)(ii) and 52(1A)(c) to require an APP entity to identify,
mitigate and redress actual or reasonably foreseeable loss. The current provision
could be amended to insert the underlined:

a declaration that the respondent must perform any reasonable act or course
of conduct to identify, mitigate and redress any actual or reasonably
foreseeable loss or damage suffered by the complainant/those individuals.

We support this recommendation.

Yes, this is a reasonable proposal.

Give the Federal Court the power to make any order it sees fit after a section 13G civil

24.6 penalty provision has been established.

We support this recommendation.

We believe that the Federal Court should have the express power to make any orders it sees fit.

Introduce an industry funding model similar to ASIC’s incorporating two different
levies:

24.7 e A cost recovery levy to help fund the OAIC’s provision of guidance, advice and
assessments, and

e Astatutory levy to fund the OAIC’s investigation and prosecution of entities
which operate in a high privacy risk environment.

A cost recovery or statutory levy model is not consistent with the effective operation of a
principle based regulatory system.

We note that the OAIC is a different regulator with different regulatory obligations to that of
regulators like the ASIC. The Privacy Act is one of the few examples of principle-based
regulation in Australia and very different to prescriptive regulations. As such, it requires a
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particular form of regulation and regulatory activity — one that relies on strong and on-going
engagement with the regulated community to develop a shared understanding of the privacy
principles. We do not believe that this is consistent with a levy system.

We strongly recommend that the OAIC be supported by permanent and on-going government
funding.

Although we do not believe that there should be a levy, there may be some opportunities to
recover particular costs. Recoverable costs could include:

e Costs of investigations into data breach or APP 11;
e On-going audit costs confirming compliance with enforceable undertakings and
determinations.

Amend the annual reporting requirements in AIC Act to increase transparency about
24.8 the outcome of all complaints lodged including numbers dismissed under each
ground of section 41.

We support this recommendation. Additional reporting on OAIC complaint handling would be
of immense benefit to the regulated community and provide evidence of the priorities and
pressures on the OAIC capability and capacity, supporting additional funding and resources. In
addition to the outcome of all complaints, including the number of cases dismissed, other
information that could be provided includes time from lodgment of complaint to resolution of
complaint.

We also submit that a better mechanism is needed, especially for complainants who are not
seeking compensation but a formal decision and other outcome or remedy from the complaints
process.

Yes. Requiring more specific information about the complaint handling process would assist
with transparency.

We also suggest consideration be given to the re-introduction of Case Notes based on
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completed complaints, in addition to the information included in other OAIC reports. These
were able to provide examples of common complaints and outcomes which were of immense
practical benefit to both complainants, their advisers and APP entities.

Alternative regulatory models

e Option 1 - Encourage greater recognition and use of EDRs. APP entities that
handle personal information could be required to participate in an EDR
scheme. APP entities that are not part of a recognised EDR scheme could be
required to pay a fee for service to the OAIC as the default complaint handling

24.9 provider if a complaint is made against them.

e Option 2 - Create a Federal Privacy Ombudsman that would have
responsibility for conciliating privacy complaints in conjunction with relevant
EDR schemes.

e Option 3 - Establish a Deputy Information Commissioner — Enforcement
within the OAIC.

We do not support any of these Options.

Our preference would be for the OAIC to be properly resourced and funded so as to be able to
perform all its function in a transparent, consistent and vigorous way, including policy, advisory
and complaint handling and enforcement.

In the absence of adequate and on-going funding for the OAIC, we see some merit in a more
expeditious complaint handling process perhaps provided by alternative dispute resolution
bodies. We see some potential concerns with organisations being charged a fee for any
complaint being made but believe this could be addressed when the terms of any scheme are
finalised.

Section 25: A Direct Right of Action

Create a direct right of action with the following design elements:

e The action would be available to any individual or group of individuals whose
privacy has been interfered with by an APP entity.

25.1 e The action would be heard by the Federal Court or the Federal Circuit Court.

e The claimant would first need to make a complaint to the OAIC (or FPO)! and
have their complaint assessed for conciliation either by the OAIC or a recognised
EDR scheme such as a relevant industry ombudsman.
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e The complainant could then elect to initiate action in court where the matter is
deemed unsuitable for conciliation, conciliation has failed, or the complainant
chooses not to pursue conciliation. The complainant would need to seek leave of
the court to make the application.

e The OAIC would have the ability to appear as amicus curiae to provide expert
evidence at the request of the court. Remedies available under this right would
be any order the court sees fit, including any amount of damages.

We strongly support a direct right of action under the Act, both because an alternative
enforcement route will benefit complainants, and because it will mean that Courts will have the
opportunity to interpret the Privacy Act, and Courts will through their judgments, set standards
for what are appropriate types and levels of penalties and compensation for privacy breaches.

As mentioned previously however, we believe that the right to action should still be available
where the OAIC has dismissed the complaint.

We also suggest that there be a time limit on processing of complaints by the OAIC, after which
time the complainant can pursue direct action. This would help the issue with long delays
between complaints being made and action being taken that could trigger the right to sue.

Yes, we support the proposed model for the direct right of action.

Section 26: A Statutory Tort of Privacy

Option 1

26.1 Introduce a statutory tort for invasion of privacy as recommended by the ALRC
Report 123.
Option 2

26.2 Introduce a minimalist statutory tort that recognises the existence of the cause of

action but leaves the scope and application of the tort to be developed by the courts.

Option 3

26.3 Do not introduce a statutory tort and allow the common law to develop as required.
However, extend the application of the Act to individuals in a non-business capacity
for collection, use or disclosure of personal information which would be highly
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offensive to an objective reasonable person.

Option 4

In light of the development of the equitable duty of confidence in Australia, states
could consider legislating that damages for emotional distress are available in
equitable breach of confidence.

26.4

We strongly support the introduction of a statutory tort (Option 1) for invasion of privacy in line
with the Australian Law Reform Commission’s detailed proposal.

A tort has been recommended many times by a number of regulators, as well as independent
and bi-partisan bodies. There is no need to re-litigate the question of necessity or the terms of
the tort which have been covered in detail by various law reform body proposals.

Section 27: Notifiable Data Breaches Scheme- Impact and Effectiveness

We believe that the NDB Scheme could be enhanced by:

e Clearer requirements about the time limit for notification;

e Provision of greater support from the OAIC, including an initial triage support service;
e Working with state governments to ensure that state government agencies have the
same reporting obligations as apply to Commonwealth government agencies and

Australian entities.

Better reporting
We also believe that results from breach notification advisories could be shared in a more
meaningful way with the regulated community. For example, the reports released:
e Do not provide details of particular attacks or exploited vulnerabilities, using instead
generic headings like ransomware, hacking, brute-force attacks, phishing and malware);
e Do notindicate systemic issues;
e Provide little analysis of any of the breaches (e.g., why are fewer organisations notifying
within 30 days, why are financial services organisations so far behind other industry
sectors in notifying within 30 days).

Time limit for Notification Requirement
We note the reference in the Discussion Paper to the decrease in % of organisations notifying of
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data breaches within 30 days of becoming aware of the breach. We believe that thereis a
fundamental misconception about the time for notification- with most organisations believing it
to be 30 days, even where there is no need for further investigation to establish that an eligible
data breach has occurred.

According to the OAIC, a key objective of the NDB scheme is to ensure that an entity that
experiences a data breach provides timely notification to individuals at risk of serious harm from
the breach. Delays in assessment and notification reduce the opportunity for an individual to
take steps to prevent harm.*!

We believe that focus should be on whether a breach has been notified as soon as reasonably
practicable, rather than within 30 days. In its submission in 2020, the OAIC recommended that,
to safeguard the effectiveness of the scheme, covered entities should be required to assess,
investigate and notify a data breach to the OAIC as soon as practicable, but no later than 30
days, with notification to individuals as soon as practicable thereafter but no later than 5 days.*?

We support this proposal.

In any case, it seems that compliance even with the 30-day requirement is waning.

In the OAIC’s report for January — June 2021, only 72% of entities notified the OAIC within 30
days of becoming aware of an incident that was subsequently assessed to be an eligible data
breach, compared to 78% in the previous period. Twenty-seven entities took longer than 120
days from when they became aware of an incident to notify the OAIC.

We also note that it is not small or medium businesses, but organisations from the finance
sector and government agencies who are most likely to not report data breaches within the
recommended 30 days. These are they very organisations that should be setting the standard
for timely and effective notification, the organisations that have mature and robust security
systems that should be able to access and provide accurate and timely information about any
data breach. This failure is perhaps a warning of further waning in compliance, particularly in
the absence of more aggressive enforcement or investigations by the OAIC.

Increased OAIC Guidance/Support

The lack of certainty of the notification requirements, including when, what and how to notify
and what might be appropriate mitigation steps, has made notification obligations difficult for
many managed entities to understand, particularly when unexpectedly faced with a data
breach.

' https://www.oaic.gov.au/privacy/notifiable-data-breaches/notifiable-data-breaches-statistics/notifiable-data-breaches-
report-january-june-202|
2 https://www.oaic.gov.au/privacy/notifiable-data-breaches/notifiable-data-breaches-statistics/notifiable-data-breaches-
report-january-june-202|
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In the absence of comprehensive guidance and support, and because of concern about risk and
potential penalties, many organisations have turned to law firms and consultancy organisations
for assistance with mixed results. In particular, we note the observation in the IDCARE
submission that the NDB market ‘now is dominated by law firms, some of which appear to have
no real connection or knowledge of impacts on individuals, creating issues around conflict and
the appropriateness of response. This disadvantages the community ...”.*3

The OAIC also seems to have limited capacity to conduct detailed investigations of incidents or
systemic issues that could be identified through data breach notification. The OAIC has issued
no enforceable undertakings since 2019% nor issued any detailed investigation reports since
2018.%> Although the number of determinations has increased, the failure to issue any
investigation reports or enforceable undertakings in over two years suggests that the OAIC has
limited resources.

Without the capacity to conduct investigations and report on the findings, there is little
educative benefit to the regulated community from the notifiable data breach scheme.

Amend subsections 26WK(3) and 26WR(4) to the effect that a statement about an
eligible data breach must set out the steps the entity has taken or intends to take in
response to the breach, including, where appropriate, steps to reduce any adverse
impacts on the individuals to whom the relevant information relates.

27.1

We support this recommendation.

Section 28: Interactions with Other Schemes

The Attorney-General’s Department develop a privacy law design guide to support
28.1 Commonwealth agencies when developing new schemes with privacy-related
obligations.

We support this recommendation.

Encourage regulators to continue to foster regulatory cooperation in enforcing

28.2 ; . . . . .
matters involving mishandling of personal information.

We support this recommendation.

'* https://www.ag.gov.au/sites/default/files/2020- 1 2/idcare.PDF,7.
' https://www.oaic.gov.au/privacy/privacy-decisions/enforceable-undertakings
'3 https://www.oaic.gov.au/privacy/privacy-decisions/investigation-reports
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Establish a Commonwealth, state and territory working group to harmonise privacy

28.3 . .
laws, focusing on key issues.

We submit that there would be significant benefit to the regulated community if a single privacy
framework could be developed to apply to all Australian entities, including Federal and State
government agencies.

We appreciate the issues with this approach but note:

e There are significant gaps in protection in those States which have not yet passed a
comprehensive privacy law;

e The exemptions for contracted service providers to State agencies can result in entities
having no privacy obligations at all in relation to the processing of data on behalf of State
agencies.

We also note that the lack of consistency between Federal and State privacy regimes is
confusing and significantly increases the compliance burdens particularly for not-for-profit
organisations which deliver services across State borders.

We also submit that a system like that under the GDPR where there is a single legal regime but
with separate enforcement authorities across the member states, operating under a combined
board of regulators, could be a model that works for Australia. It would provide consistency but
at the same time support local enforcement as part of a system that worked to resolve any
inter-state differences.

Aspects of current privacy laws that could be considered for harmonisation include:

e Definitions of personal information and sensitive information

e Principles around the collection, use and disclosure of personal information

e Carve-outs for contracted service providers which should be subject to the highest
applicable standard

e Cross-border transfer rules

e Common data breach notification requirements

e Powers of the regulator.
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