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• Online Survey 
• Built on responses to survey conducted in 

2019
• Open for response between November -

December 2021
• Promoted to existing contacts and via LinkedIn
• Questions focused on:

• Where do you work
• What is your role
• What are your biggest challenges
• Elements of your privacy program

Results:
2021 Survey
• Total responses  - 35
• 27 complete responses

2019 Survey
• Total responses  - 21
• 13 complete responses

What did we do?

Background to Survey:



• Financial services is biggest employer
• Next biggest are Government, and 

Professional Services

What sector do you work in?

Comparison to 2019 Survey Results
• Big jump in respondents who work for professional services 

organisations (including law firms and consultants).
• As a proportion of the total respondents, there were fewer 

representatives from telecom and technology firms.
• Financial services were slightly higher, in comparison to 2019 

respondents, as were responses from the healthcare and 
education sectors.

• Respondents from retail and non-for-profits continued to be 
very low.



How big is the organisation you work for (number of employees)?

• Most respondents worked for larger 
organisations

• This is consistent with employers being in the 
financial services, government and 
professional services sectors

• 8 out of 35 respondents worked for 
organisations with less than 1000 employees 
worldwide

Comparison to 2019 Survey Results
This question wasn’t asked in the 2019 survey.



Where is your organisation head-quartered?

• Most respondents worked for 
organisations head-quartered in 
Australia or New Zealand.

• 8 worked for US head-quartered 
organisations

• 1 worked for a UK organisation and 2 
for organisations based in other 
APAC countries

• No-one worked for an EU head-
quartered organisation

Comparison to 2019 Survey Results
This question wasn’t asked in the 2019 survey.



What is your responsibility for privacy within your organisation?

• More respondents held dedicated/full time 
privacy roles (51.5%)

• There was a rise in the number of 
professional service providers /consultants

Comparison to 2019 Survey Results
• A higher proportion of respondents had a dedicated privacy role 

in 2021 (51.5%) in comparison to 2019 (43%).

• There was a corresponding drop in respondents who had other 
responsibilities or had only informal responsibility for privacy.

• Consistent with the rise in the proportion of respondents from 
consulting firms, there was an increase in the number of people 
who responded they worked as a professional service provider 
or consultant - from 4.8% in 2019 to 11.5% in 2021.



Does your organisation have a privacy program? If yes, what are the 
main drivers for that program?

• 85% of respondents reported having a 
privacy program in place.

• The biggest driver by far for a privacy 
program was compliance(78%) followed 
by risk management (55.5%).

• Public opinion or building trust was the 
third most important driver (26%).

Comparison to 2019 Survey Results
This question wasn’t asked in the 2019 survey.



How long have you had a dedicated privacy program? What is the 
maturity of your privacy program?
• 22% of respondents reported having a 

privacy program for between 0 – 2 years
• 44.5% have had a program for 3 – 5 years
• 33.5% have had a program for 6+ years

• Confidence in the maturity of privacy programs 
was good.

• 30% rated privacy program maturity as high, 
while 37% rated it as medium.

• 15% rated their program maturity at low.



Which framework(s) do you use to measure/benchmark your privacy 
program? Choose up to three

There was no clear preferred standard or 
benchmark used for privacy programs.
• 10 respondents used the OAIC Privacy 

Framework

• 8 used the NIST Privacy Framework

• 8 used the ISO 27701 PIMS

• 7 respondents used other measures which 
mostly were internally developed frameworks, 
some using a combination of other standards



What aspects of privacy practice take up a majority of your time?
Select between one and three main activities.

Most time being spent on:
– Conducting Privacy Impact Assessments
– Liaising with Business Units
– Developing and implementing policies and 

procedures

Comparison to 2019 Survey Results
• Privacy impact assessment continued to be the biggest task, followed up 

liaising with business units.

• Developing and implementing policies and procedures remained high but 
dropped from 56.25% in 2019 to 27.6% in 2021.  This is consistent with the 
growing maturity of privacy programs.

• Organisational training also fell from 37.5% in 2019 to 10% in 2021, again 
perhaps indicating a growing maturity of privacy programs.

• A lot less time was spent on professional development/self training - falling 
from 37.5% in 2019 to 3.45% in 2021.



What are your biggest challenges in privacy practice? Choose up to three

• Lack of business unit understanding or engagement was the 
biggest challenge 

• Lack of clear responsibilities and obtaining sufficient 
resources/budget were the next biggest challenges

• Hiring/retaining staff dropped to one of the lowest challenges

Comparison to 2019 Survey Results
• In 2019, the biggest challenges were lack of clear responsibilities 

(50%) and hiring and retaining personnel (43.75%).  Meeting 
compliance requirements and lack of business unit understanding 
or engagement both rated 37.5%.

• In 2021, lack of business unit understanding became the biggest 
outstanding issue, selected by 55% of respondents. Obtaining 
sufficient resources and lack of clear responsibilities both scored 
34.5%.

• Hiring and retaining qualified personnel dropped from 43.75% to 
17%, below staying up to date with regulatory changes and meeting 
ongoing compliance requirements.



To whom does the privacy team report in your organisation?

• Most respondents reported to a Chief 
Privacy Officer (33%)

• Next most common reporting was to 
Governance, Risk and Compliance (26%)

• 16% of respondents were part of the 
Legal team or reported to Legal

Comparison to 2019 Survey Results
2019: Where does the privacy function sit 

in your organisation?
No clear location for privacy.

• Responsibility split between Legal, Compliance and, to a 
lesser extent, IT/Technology

• One respondent had responsibility split between Legal 
and IT



How large is your organisation’s privacy team worldwide?

• Most respondents were part of a team of between 11 – 50
• Only 4 people were the sole privacy person in their 

organisation
• 2 were part of teams with more than 50 members 

worldwide 

Definition of ‘team member’: 
Any team member spending 50% or 
more of their time on privacy

Comparison to 2019 Survey Results
• Although more respondents indicated they were the only privacy 

professional in the team, the number of teams with between 11 - 50 people 
grew from 14% to 33% of respondents, suggesting a growth in the size of 
privacy teams.

• This is consistent with the drop in number of respondents being part of a 
privacy team of between 2 - 5 persons (declining from 43% to 30% of 
respondents).

• Interestingly, the number of respondents who reported having a worldwide 
privacy team of more than 50 dropped from around 20% to 7.4%.



Do you anticipate any changes to your team over the next 12 
months?

• 48% of respondents thought their team would 
grow

• 30% said the team would stay the same

• 18.5% were not sure

2019: We asked respondents if they had enough resources
• 46% said yes they had enough resources.
• 20% said no.

• This result is similar to the 2021 survey responses about the team size, suggesting 
additional growth or resources are still required.



What skills and qualifications do you look for when hiring privacy 
personnel?

• Familiarity or expertise with privacy legislation – 78%
• Past experience in a privacy program or project – 55%
• Experience in related organisation function – 48%
• Privacy certifications – 48%

Comparison to 2019 Survey Results
• Familiarity or expertise with privacy legislation stays as the most important skill or 

qualification sought when looking to hire privacy personnel.

• Past experience in a privacy program or project also continued to rate as the second most 
important skill or qualification.

• There was a big jump in experience in related functions like risk, supplier management etc. 
This perhaps suggests the maturing of privacy teams requiring different skills and also 
perhaps a shortage of candidates with prior privacy experience.

• There was also a big jump in privacy certifications as important when hiring - going from 
25% to 48.15%.



Which of the following would be most useful to you?
Choose up to three.

 Additional Personnel – 55.5%
 More professional networking – 41% 
 Funding - 29.5%
 Technology – 26%

Comparison to 2019 Survey Results
• Additional personnel was still the most sought after resource 

but it dropped from 82% in 2019 to 55.5% in 2021.

• In the 2021 survey we added an option of 'more professional 
networking and peer support'. This came in as the second 
most sought after resource at 41%.

• Technology solutions dropped from second place at 54.5% in 
2019 to fourth in 2021 at 26%.

• Additional funding dropped from 36.5% in 2019 to 29.5% in 
2021.



Which of the following best describes privacy training for all 
employees in your organisation? Select up to three that apply.

• For most organisations, 
privacy training happens 
at on-boarding and after 
that as and when 
required.

• 30% of organisations 
reported a systematic, 
on-going training 
program

• 18.5% only did training at 
employee on-boarding



Does your company require its vendors / suppliers to undertake 
privacy assessments?
• 63% of respondents undertake privacy assessments of 

vendors/suppliers
• 18.5% of respondents don’t do assessments
• 18.5% were unsure

Who manages the vendor assessment 
exercise and reviews the responses?

• Privacy assessments of vendors/suppliers 
were done by Security/IT Department in 
the majority of cases.

• Procurement and the privacy team were 
responsible in 27% and 23% of cases



Does your organisation currently use any of the following privacy / 
risk management technology tools to support privacy initiatives in 
the organisation? Choose up to three that apply

• OneTrust was the most 
popular privacy 
management technology 
used by just under half the 
respondents.

• TrustArc and Microsoft 
were the next most popular

• 40% of respondents did not 
use any tools



Do you have any other comments? (free text)
Responses to this questions included the following, with 3 main themes:

Skills
• Privacy professionals tend to understand law only - understanding tech or tech experience is also important.
• What makes a privacy professional is broad and it would be good to have otherskills/certifications in addition to 

those offered by the IAPP.
• Qualified staff are very much in demand

Role of the regulator/enforcement
• Many organisations are still reactive. Nothing happens unless there's an audit finding.
• As privacy related fines are low, privacy is still not prioritised over other regulatory requirements

Harmonisation of laws 
• Different States have different laws and it is important for privacy professionals to know the differences.
• It would be good if there was a model for aligning the different privacy laws in the states and territories with the 

Australian Privacy Act. 



Conclusions
• Big increase in response rate compared to 2019 may suggest increase in number of privacy practitioners.
• Financial services organisations remained the biggest employer of respondents but there was a big jump in respondents who work for professional services organisations (including 

law firms and consultants). This could suggest that organisations are using service providers rather than building internal teams, perhaps becase of skills shortages and issues in 
recruiting.

• However, responses indicate the size of privacy teams is growing. Although more respondents indicated they were the only privacy professional in the team, the number of teams 
with between 11 - 50 people grew from 14% to 33% of respondents. Respondents being part of a privacy team of between 2 - 5 persons was still the most common response but 
declined from 43% to 30% of respondents..

• And teams should grow again in 2022 with nearly 50% indicating their team would expand.
• Most respondents work for an Australian based organisation with more than 1000 people.
• 85% of respondents reported having a privacy program, with most programs being in place for at least 5 years. The biggest driver by far for a privacy program was compliance 

(78%) followed by risk management (55.5%). Most programs used a standard – with the OAIC framework, ISO 27701 and NIST Privacy Framework the most common but many 
organisations reported developing and using their own.

• Privacy impact assessment continued to be the biggest task, followed up liaising with business units. Developing and implementing policies and procedures and providing training 
remained high but dropped. This is consistent with the growing maturity of privacy programs.

• Privacy seems to be a growing area in its own right within organisations. Most respondents reported to a Chief Privacy Officer (33%) Next most common reporting was to 
Governance, Risk and Compliance (26%). 16% of respondents were part of the Legal team or reported to Legal.

• Biggest challenges included lack of business unit understanding or engagement, no clear responsibilities and inadequate funding. Hiring skilled staff dropped out of the top 3 
challenges but this may because other strategies are being pursued to meet privacy skills needs.

• In terms of what privacy professional would find most useful additional personnel was still the most popular response but it dropped from 82% in 2019 to 55.5% in 2021.In the 2021 
survey we added an option of 'more professional networking and peer support'. This came in as the second most sought after resource at 41%. Technology solutions dropped from 
second place at 54.5% in 2019 to fourth in 2021 at 26%. Additional funding dropped from 36.5% in 2019 to 29.5% in 2021.

• Knowledge of privacy laws and experience are still most important requirements when recruiting, but experience in other fields (like risk or project management) increased in 
importance. There was an increase in the importance of certifications.

• Many organisations still do privacy awareness training as part of induction though there was an increase in those with a systemic training program.
• Most organisations do privacy assessments of their vendors/suppliers, but usually via the Security/IT team.or having informal responsibility only



hello@privacy108.com.

1300 41 20 50

www.privacy108.com.au 

Privacy 108

Contact us for further information

mailto:hello@privacy108.com
https://privacy108.com.au/
https://www.linkedin.com/company/privacy108/
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