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Privacy 108 Submission to Exposure Draft — Privacy Amendment
(Personal Data Protection) Bill 2026

Thank you for the opportunity to provide a submission on the Privacy Amendment (Personal Data
Protection) Bill 2026 Exposure Draft (Exposure Draft). Privacy 108 is a specialist privacy
consultancy and law firm with expertise in privacy law, Al governance, and data security.

Due to the time constraints of this consultation process, the body of our submission only provides
feedback on select aspects of the Exposure Draft. In Appendix |, we indicate whether we support
or oppose all key aspects of the Exposure Draft in summary form.

|. Definition of personal information

We support the proposed amendments to the definition of personal information, which will
modernise the Privacy Act and ensure that it can adequately protect individuals with respect to
the rapidly developing capabilities of Al, data analytics and digital profiling. In particular, we support
replacing ‘about’ with ‘relates to’, thereby bringing a broader range of data into the definition,
including data that allows individuals to be distinguished from one another without direct
identifiers.

Additionally, introducing a non-exhaustive list of the types of information that may constitute
personal information (including technical identifiers such as IP addresses and device IDs) would
bring important clarity for businesses.

2. Fair and reasonable test

Privacy 108 is supportive of the fair and reasonable test as an overarching standard, which will
require entities to expressly consider privacy impacts and harms to individuals arising from their
information handling practices. However, we question whether it is necessary to repeal the
existing requirements in APP 3 and APP 6.

We suggest that the proposed approach would lead to the loss of the specificity that the current
framework provides. In our experience, the existing requirements of APP 3 and APP 6 enable us
to perform a granular, step-by-step assessment of key privacy-protective concepts with our
clients, including data minimisation, the means of collection, and purpose limitation (including
primary and secondary purpose identification). These principles are well understood by regulated
entities and are supported by a body of regulatory guidance and jurisprudence. Consolidating
these into a single test risks collapsing distinct obligations into a broad standard that will need to
be substantially rebuilt through OAIC guidance and enforcement action over time.

By contrast, the fairness principle in Article 5(1)(a) GDPR applies in addition to other data
protection principles such as purpose limitation and data minimisation, and specific lawful bases for
processing, rather than as a replacement for them. We submit that a similar approach should be
adopted here, with the fair and reasonable test overlaying the existing requirements of APP 3 and
APP 6.
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The proposed implementation may also lead to a weakening of privacy protection in some areas.
Currently, APP entities must demonstrate that collected personal information is 'reasonably
necessary’ for their functions or activities, which requires a proportionality assessment even in
cases where they may have a broad legal requirement or authorisation to collect it. However,
under the newly proposed APP 3.3 of the Exposure Draft, where an APP entity can point to a
broad legal authorisation, they may collect personal information without being required to assess
whether that collection is reasonably necessary, proportionate, fair or reasonable in the
circumstances.

We suggest that overlaying the fair and reasonable test over the existing requirements of APP 3
and APP 6 allow the flexibility benefits of the fairness standard to operate in tandem with the
specificity of the existing framework. This approach would require meaningful and sustained
guidance and enforcement action from the OAIC to clarify the fair and reasonable standard over
time, which will require commensurate resourcing of the OAIC to achieve.

3. Security of personal information and Notifiable Data Breach (NDB) scheme

Overall, we support the proposed changes to APP || and the NDB Scheme. The proposed
changes place a stronger focus on the prevention and reduction of harm, helping to re-centre the
NDB scheme on protecting people rather than tick-box compliance.

That said, the reforms could go further, particularly by expressly clarifying data breach notification
responsibilities between information processors and controllers. Clearer baseline security
expectations, beyond those emerging through OAIC determinations, would help organisations
understand what "reasonable steps" means in practice.

4. Right to erasure on large digital platforms

Providing individuals with the right to compel large digital platforms to delete their personal
information is a meaningful step which we support. However, we believe that, as drafted, the right
is too narrow to deliver the protection Australians expect, and we urge the Government to
broaden it.

Significant intrusions into privacy can come from other sectors (including in the online
environment), including advertising technology firms, data brokers, retailers, health service
providers and real estate agencies. Extending the right is also a practical security measure, as it
provides an additional incentive for businesses to focus on managing their data and reducing the
personal information they keep.

With the practical exemptions to the right already detailed in the consultation paper (in addition
to the existing Act-wide small business exemption), we do not believe there is an excessive
burden from extending this right to all APP entities. We note that a general right has been
working well in the EU and UK since the introduction of the GDPR and that Canada has proposed
a similar general right in its current proposed Bill.

5. Controller and processor distinction

Privacy 108 is supportive of the introduction of a controller and processor distinction to the
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extent that it clarifies roles and responsibilities. However, we submit that the Exposure Draft
could be more prescriptive about the arrangements required between controllers and processors
to ensure that the distinction does not lead to a weakening of privacy protections in practice.

In its current form, the Exposure Draft only requires that the controller provide documented
‘instructions’ to the processor but does not require a binding contract to be in place with the
processor, as is the approach under Article 28 GDPR.

We submit that the Exposure Draft should require that due diligence be conducted on processors
to ensure they provide sufficient privacy protections (see Article 28(1) GDPR), and that a contract
be in place that binds the processor to comply with key privacy obligations (e.g. notification of
data breaches to the controller and support in the exercise of individual rights), and that the
processor must also similarly bind any sub-processors it engages as required under Article 28(4)
GDPR.

6. Absence of mandatory PlAs

We suggest that the Exposure Draft should also include a requirement for APP entities to conduct
a Privacy Impact Assessment (P1A) before undertaking activities that are likely to have a significant
impact on the privacy of individuals, and that its omission is a significant gap.

PIAs are a critical accountability mechanism that require entities to systematically identify and
assess privacy risks before they materialise, consider whether impacts on individuals are
proportionate, and document the reasoning underpinning their decisions. In our experience, they
promote more thoughtful and responsible information handling practices and support more
consistent compliance outcomes across sectors.

A mandatory PIA requirement would also serve as a practical complement to the proposed fair
and reasonable test, by requiring entities to perform a structured, ex-ante assessment of many of
the same considerations, including reasonable expectations, data minimisation, proportionality and
the best interests of children, at the point in an entity's decision-making process where they can
most effectively inform the design of information handling practices. We submit that this proposal
should be progressed as part of the current reform package.

We note that Proposal 13.1 of the Privacy Act Review Report recommended that entities be
required to complete PIAs for 'high privacy risk activities', with the OAIC to develop guidance on
factors indicative of high privacy risk, and this proposal was agreed in principle in the
Government's September 2023 Response.

Privacy risks associated with emerging technologies
Wearable Technologies

In the absence of an overarching right to privacy as exists in many European countries, the
Government should consider and consult widely on national statutory reform jointly with states
and territories (akin to uniform defamation law reform) to introduce a recording devices statute
or provisions in existing surveillance devices statutes. Under such provisions, capturing another
identifiable person's image or voice could require a lawful basis, principally consent, unless a
specific exception applied. It could carry exemptions for journalism, safety and other recording in
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the public interest.

This could work together with product regulations requiring the record function on smart glasses
to switch on a prominent visual indicator that cannot be disabled and a default setting to
automatically blur faces.
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Appendix | - Privacy 108 positions on Exposure Draft

Proposal P 108 Position
Schedule | — Core definitions

Definitions of personal information and reasonably Support
identifiable

Sensitive information definition Support
De-identified information definition Support
Collects Support
Disclosure Support
Consent Support

Schedule 2 - Handling of personal information

Repeal of previous obligations to ensure a simplified
framework

Do not support — the existing
requirements of APPs 3 and 6 should
apply alongside the fair and reasonable
test

Fair and reasonable test Support
Consent to collect sensitive information or trade Support
personal information, with exceptions

Notice requirements Support
Permitted general situations Support
Direct marketing Support
Schedule 3 - Data security

Notifiable Data Breaches Support
Security of personal information Support

Schedule 4 — Data access and erasure

Right to erasure on large digital platforms

Support — but this is too narrow and
needs to be extended to all APP
entities.

Exception where erasure is technically impossible or
infeasible

Support

Schedule 5 — Exception for research

Exception for research

Do not support — Individuals should be
afforded greater transparency and more
opportunities to provide and withdraw
consent regarding the use of their
information for research purposes, as
compared to the current position. The
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updated definition of de-identified
information and the new APP ||
requirements regarding the ongoing
evaluation of de-identification standards
should also apply to de-identified
information that is used for research
purposes.

Schedule 6 — Exception for information processors

Exception for information processors

Support — however the Exposure Draft
should require a contract to be in place
that binds the processor to minimum
privacy controls, and other controls per
the approach under the GDPR.

OAIC powers and efficiency measures

Uplift dispute resolution requirements to facilitate Support
early resolution of complaints

Uplift powers to enforce complaint handling Support
obligations

Enable more efficient management of representative Support
complaints

Conduct assessments of privacy protections in the Support
Online Safety Act 2021

Require persons to provide reasonable assistance to Support
the Information Commissioner in connection with an
investigation

Clarifying reporting powers to the Minister on Support
ongoing investigations

Clearer defences to information gathering notices Support

Addressing emerging technologies

Addressing emerging technologies (smart glasses and
other wearables, Al, and connected vehicles)

Above reforms are welcome but do not
address the privacy impacts of smart
glasses and other wearables. This issue
requires a dedicated response that goes
beyond the Privacy Act.
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