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The next round of Privacy Act reform: What changes and how to prepare

The Privacy Amendment (Personal Data Protection) Bill 2026 will require you to assess, every collection, use and disclosure*of personal information against seven legislated factors, to notify the OAIC within 72

hours of an eligible data breach, and to keep records that show how each decision was reached..Well-drafted-policies alone will not satisfy these obligations. You will need working procedures that your staff
follow, and evidence that they were followed. Privacy |08 designs those procedures, the registers:that capture the evidence,and the tools that keep both current.

Wha

STATUS Exposure draft released for consultation: The proposed commencement dates are not yet known. The new definitions, the fair and reasonable test and the APP | | duties apply to information you already hold at
commencement, so existing holdings are in scope.

changing

One "fair and reasonable"
test
New APP 3 replaces APPs 3, 4 and 6

Consent redefined, and
required to trade
personal information
Section 6AAB and new APP 4

Broader core definitions
Schedule |

Simpler notices, clearer
direct marketing rules
New APP 5 and APP 7

Data breaches: 72 hours
and a duty to reduce
harm

Part llIC

Security, retention and
destruction
Amended APP ||

Controllers and
processors
Schedule 6

Complaints handling and
a stronger regulator

OAIC powers and efficiency measures

Why it matters to you

Every collection, use and disclosure must be fair and reasonable in the circumstances, and lawful, tested against seven legislated
factors (reasonable expectations, connection to your functions, transparency, data minimisation, genuine choice, proportionate
impact, and the best interests of any child). Consent stops being the express gateway for unexpected secondary uses, and a
privacy policy mention does not make a practice expected.

Consent must be voluntary, informed, current, specific and unambiguous, so bundled consents, pre-ticked boxes and dark
patterns will fail. Consent stays mandatory to collect sensitive information, with two new exceptions (publicly available
documents, and collection strictly necessary to deliver a requested service). Trading personal information needs consent, and
disclosure for direct marketing purposes counts as trading, which can include cookies and pixels in programmatic advertising.

Personal information becomes information that "relates to" an identified or reasonably identifiable individual, with an objective
identifiability test. Precise geolocation tracking data (within 500 metres, over time) and genomic information become sensitive
information. Collection covers information you generate or infer, including through Al. Disclosure means making information
accessible to another person or body, whether or not you keep control.

Collection notices reduce to the fact and circumstances of collection and your purposes of use and disclosure, must be clear,
concise and updated when practices change. A technology-neutral direct marketing regime covers targeted and behavioural
advertising and cohort targeting. Every marketing communication must carry opt-out information and the sender must take
reasonable steps to action opt-outs. Ad-supported services may offer different terms if the choice is genuine.

Notify the OAIC within 72 hours of reasonable grounds to believe an eligible data breach has occurred. An incomplete
statement is permitted where a complete one is impracticable, with updates and corrections to follow. New duties require
practices, procedures and systems for effective breach response, and reasonable steps to prevent or reduce harm from actual
and suspected breaches. Missing the 72 hours is a civil penalty provision.

You must be able to identify the personal information you hold, consider destruction before choosing to keep no-longer-
needed information in de-identified form, and regularly evaluate how effective your security and destruction measures are.
These duties apply to information already held when the amendments commence.

A processor acting on a controller's documented instructions is exempt from the APPs other than APP | and APP |1, and the
controller is treated as responsible for the processor's acts. A processor that steps outside the instructions carries full liability.
Both parties must be APP entities.

Individuals will generally need to complain to you before the OAIC. You must offer an accessible complaint mechanism,
respond within 60 days and give a written decision with review options, and a failure is an interference with privacy. The OAIC
gains a power to require reasonable assistance in investigations, backed by civil penalties.

w Privacy 108 can help

We can codify a fair and reasonable procedure that takes your business through the
seven factors and records the reasoning, so each decision is auditable. We can deliver it
as a written standard or as a guided platform that prompts the questions, captures the
answers and shows a regulator you turned your mind to compliance.

Our pixel and tracking audit identifies every third party your data reaches and whether
pixels fire before consent. From there we review the consent captured by your forms,
apps, cookie banners and adtech, and write a consent standard and decision guide
covering when consent is needed, what valid consent is and when a disclosure is a trade.

Working with your teams, we build a personal information inventory that shows you
know what you hold, categorised against the new definitions of personal and sensitive
information and assessed for de-identification and re-identification risk, so you can

demonstrate the rationale for each collection, use and disclosure and not just a label.

We draft plain-language notices and a privacy policy, backed by a change-control
procedure that records when your practices changed and when the notice was updated
to match. A direct marketing playbook and an opt-out register then log each request
and the steps taken to action it.

We can rebuild your data breach response plan around the 72-hour timeframe, with
decision checkpoints, role cards and an incident log that records what was known,
decided and done at each point. We then run tabletop exercises, draft OAIC statement
templates and provide a platform to assess the breach and track notifications.

Starting from the inventory that shows what you hold, we write a retention and
destruction standard with a schedule your teams can apply, set up a disposal register
recording what was destroyed or de-identified and why, and run a periodic APP | |
evaluation to confirm your security measures are current.

Our gap review works through each vendor and client relationship, then we draft
controller and processor contract clauses and set up a processor register.

We write a privacy complaints procedure with a 60-day workflow, response templates
and a register that tracks each matter from receipt to written decision, train your staff
to run it, and stand beside you when you deal with the OAIC.

WHERE TO START

I Know what you hold

Refresh your data inventory against the new
definitions. Every other duty builds on that inventory.

3 Rehearse 72 hours

Update the breach plan, agree who decides what in
the first 72 hours, and run a tabletop test.

2 Test your riskiest uses

Run marketing, analytics, Al and monitoring uses
through the seven factors, and fix what fails.

4 Have your say

Submissions are invited. Privacy 108 can prepare one
that puts your operational concerns to the drafters.

Reach out for Support
Speak to your Privacy 108 contact,

email hello@privacy |08.com.au or visit
www.privacy | 08.com.au




